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Disclaimer

This Guidance Note intends to provide guidance to Reporting Crypto-Asset Service Providers
(RCASPs) for compliance with the reporting obligations under section 509 of the Income-tax
Act, 2025, and under Rules 241 to 244 and Form 167 of the Income-tax Rules, 2026. The
Guidance Note is intended to explain the reporting obligations of RCASPs contained in the
relevant Rules notified by the Government of India in a simple manner. Given that the
Crypto-Asset Reporting Framework (CARF) is developed jointly by participating
Jjurisdictions, including India, working with the OECD, the Commentary on CARF and other
relevant materials have also been cited, so as to facilitate their reference by the RCASPs,
where so required.

This Guidance Note & the FAQs therein are issued for guidance purpose only. The
information contained herein is subject to change based on amendments in law and does not
constitute legal advice. In case of any actual or perceived inconsistency between the
Guidance Note or FAQs therein and the Income-tax Act, 2025 or the Income-tax Rules, 2026,
the statutory position in the Act and Rules shall invariably prevail.

Nothing in this Guidance Note & FAQs shall be construed as affecting the permissibility or
otherwise, or the legitimacy or otherwise of the transactions in crypto-assets. Further,
nothing in the Guidance Note & FAQs shall be construed as a regulation in respect of
transactions in crypto-assets. The purpose of the Guidance Note and FAQs is only to facilitate
the RCASPs in complying with the relevant provisions of the Income-tax Act, 2025 and the
Income-tax Rules, 2026, and is limited to exchange of information for the limited purposes
of administration of taxes by the relevant jurisdiction, as stated in Rule 244 (14) of Income-
tax Rules, 2026.
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FOREWORD

The strengthening of tax transparency has been one of the defining achievements of
international tax cooperation over the past decade. Through the Automatic Exchange of
Information, first under the Foreign Account Tax Compliance Act (FATCA) and subsequently
under the Common Reporting Standard (CRS), tax administrations across the world have
acquired an effective means of addressing offshore tax evasion and safeguarding their tax
bases. India has been an early and committed participant in this endeavour and today receives
financial account information relating to its residents from a large number of partner

jurisdictions, while reciprocally sharing such information with them.

India’s commitment to combating tax evasion and protecting its revenue base has remained
steadfast. The rapid growth of crypto-assets, however, brought with it a fresh challenge. Assets
that can be issued, held and transferred outside the traditional financial system, across
national borders, and may escape the reporting obligations applicable to financial institutions
under the CRS & FATCA. Recognising this risk, the G20 mandated the OECD to develop a
dedicated framework for the automatic exchange of information on crypto-assets. The Crypto-
Asset Reporting Framework that emerged from this work was welcomed by the G20 as an

important addition to the global standards for exchange of information.



India’s Presidency of the G20 in 2023 lent decisive momentum to the implementation of CARF.
The New Delhi Leaders’ Declaration called for the swift implementation of CARF and the
amendments to the CRS, and invited the Global Forum on Transparency and Exchange of
Information for Tax Purposes to coordinate the commencement of exchanges, noting the
aspiration of a significant number of jurisdictions to begin exchanges by 2027. India has
actively contributed to the development of these standards through its participation in the
Global Forum’s CARF Group and the OECD’s Working Party 10. The obligation to report
transactions in crypto-assets is now provided for under section 509 of the Income-tax Act,
2025, with the due diligence and reporting requirements prescribed under the Income-tax

Rules, 2026.

This Guidance Note has been prepared to assist Reporting Crypto-Asset Service Providers in
understanding and discharging their obligations under the Income-tax Act and Income-tax
Rules in a clear and practical manner. I am confident that this document will serve as a useful
reference for crypto-asset service providers and officers alike, and will facilitate the timely and
effective implementation of the reporting framework for crypto-asset transactions in India and
reinforce India's standing as a pillar of global tax transparency, both today and in the years to

come.

(Ravi Agrawal)

CHAIRMAN, CBDT
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PREFACE

The emergence of crypto-assets has, in a relatively short span of time, created a new class of
holdings that can be acquired, held and transferred outside the traditional financial system.
By their very nature, such assets were capable of escaping the reporting obligations that apply
to financial institutions under the Foreign Account Tax Compliance Act (FATCA) and,
subsequently under the Common Reporting Standard (CRS), thereby leaving a gap in the
framework of global tax transparency. The Crypto-Asset Reporting Framework (CARF),
developed by the OECD at the request of the G20, was conceived to address this gap by
providing for the standardised and automatic exchange of tax-relevant information on

transactions in crypto-assets between jurisdictions.

India has been an active participant in the development of this framework. As a member of
the CARF Group, and through the Foreign Tax and Tax Research (FT&TR) Division acting as
the Competent Authority, India has engaged closely in the deliberations that shaped the
framework, and has actively supported efforts to advance tax transparency in the digital asset

space. The necessary legislative framework for collection and exchange of this information has
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now been put in place through the relevant provisions of the Income-tax Act and the Income-

tax Rules.

It is in this context that the present Guidance Note has been prepared. It seeks to explain, in a
simple and practical manner, the obligations of Reporting Crypto-Asset Service Providers
under the framework. The Note describes the scope of the crypto-assets and intermediaries
that are covered, the basis on which a service provider is required to report, the identification
of reportable persons, the due diligence procedures to be followed, and the requirements and
procedure for furnishing the report. It is accompanied by a set of Frequently Asked Questions
intended to address the practical questions that crypto-asset service providers are likely to

encounter in implementing their obligations.

This Guidance Note is the result of the sustained efforts of the officers of the FT&TR Division,
who have drawn upon India's engagement in the CARF Group and the wider work undertaken
across the Department towards strengthening tax transparency, including by the Tax Policy
and Legislation Division, the Directorate of Systems and the Directorate of Income Tax
(Intelligence and Criminal Investigation). The team has taken considerable care to translate a
complex framework into this guidance for facilitating those who will be required to apply it. I
place on record my sincere appreciation of their diligence and commitment in bringing this

document to fruition.

I also take this opportunity to express my gratitude to the Chairperson, CBDT, whose guidance
and encouragement have been a constant source of support in this exercise. It is my hope that
this Guidance Note will assist Reporting Crypto-Asset Service Providers in meeting their
obligations with clarity and confidence, and it will contribute to the smooth and timely

implementation of the reporting framework for crypto-asset transactions in India.

-~

S

(Prasenjit Singh)

MEMBER (LEGISLATION), CBDT
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ABBREVIATIONS & ACRONYMS

ABBREVIATION FULL FORM
AEOI Automatic Exchange of Information
CRS Common Reporting Standard
FATCA Foreign Account Tax Compliance Act
OECD Organisation fOIi) Ii(\:f(gl;gﬁi(é I(éo-operation and
CARF Crypto-Asset Reporting Framework
WP10 Working Party No. 10
RCASP Reporting Crypto-Asset Service Provider
CBDT Central Board of Direct Taxes
FT&TR Foreign Tax and Tax Research Division, CBDT
IT Act Income-tax Act, 2025
IT Rules Income-tax Rules, 2026
Statement to furnish information on transaction of
Form 167 crypto-asset under section 509 in the Income-tax
Rules, 2026
MCAA Multilateral Competent Authority Agreement
FATF

Financial Action Task Force
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PMLA Prevention of Money Laundering Act, 2002
TIN Taxpayer Identification Number
NFT Non-Fungible Token
ATM Automated Teller Machine
USD United States Dollar
AML Anti-Money Laundering
KYC Know Your Customer
FAQ Frequently Asked Question
ITDREIN Income Tax Department Registration Identification
Number
OTP One Time Password
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CHAPTER -1

INTRODUCTION

1.1 India currently engages in the Automatic Exchange of Information (AEOI) with

competent authorities in other jurisdictions through established global tax transparency

initiatives, namely the Common Reporting Standard (CRS) and the Foreign Account Tax

Compliance Act (FATCA). Building on these frameworks, the OECD has developed the Crypto-

Asset Reporting Framework (CARF) to extend global tax transparency standards to crypto-

asset activities.

India and USA have been
automatically
exchanging financial
account information
pertaining to residents of
one another’s
jurisdictions annually.

Financial

account information in

respect of Indian persons and entities
in foreign jurisdictions is received
automatically from such jurisdictions
that have signed the Common
Reporting  Standard  Multilateral
Competent Authority Agreement (CRS
MCAA) and with whom India has an

activated relationship.

The CARF is a dedicated global
tax transparency framework
which provides for the automatic
exchange of tax-relevant
information on transactions in
Crypto-Assets in a standardised
manner with the jurisdictions of
residence of taxpayers on an
annual basis.
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DEVELOPMENT OF CARF TO COMPLEMENT CRS

1.2  The increasing use of crypto-assets has given rise to concerns among tax
administrations across the world on their potential use for evading tax compliance. It was
observed that assets capable of being transferred and held outside the traditional financial
sector can avoid being captured and reported by CRS and thereby reduce the effectiveness of
automatic exchange of information under CRS. This led to a quest for measures that can plug

this loophole.

1.3  Since crypto-assets generally fall outside the scope of the due diligence and reporting
obligations applicable to Reporting Financial Institutions under the CRS, and the nature of
these assets and their transactions significantly differed from the more traditional financial
assets covered under CRS, discussions commenced at the international level on the need for a

dedicated reporting framework for crypto-assets.

1.4  Taking cognisance of this challenge, work was initiated by the G20 and OECD
jurisdictions, during the ongoing review of CRS and the need for its amendments, by the
Working Party No. 10 (WP10) of the Committee on Fiscal Affairs of OECD, which includes
G20 and other non-OECD jurisdictions and which deals with Exchange of Information
standards and their compliance, including the development and maintenance of the CRS. This
work led to the examination of the risks posed by crypto-assets, consultation with stakeholders
and participating jurisdictions. It also led to the creation of the Crypto-Asset Reporting
Framework (CARF) Group by the Global Forum with more than 50 countries, including
India, as members. The work undertaken in WP10 and CARF Group was aimed at

development of CARF and its implementation.

1.5  The development of CARF was fully supported by the G20. In April 2021, the G20
Finance Ministers and Central Bank Governors noted the importance of taking forward work
in this area and stated in the G20 Finance Ministers and Central Bank Governors'
Communiqué (April 2021), "We ask the OECD to continue its work on developing a
framework for the automatic exchange of information on crypto-assets.” This provided the

G20 mandate to the development of CARF.

1.6  The work on developing CARF was concluded in 2022, and received the approval of
OECD in August 2022. It standardises reporting of tax information on Crypto-Asset
transactions for automatic exchange. The CARF defines relevant Crypto-Assets, specifies
reporting obligations for intermediaries and service providers, and aligns with global anti-

money laundering standards.
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1.7  Subsequently, in November 2022, the G20 Bali Leaders' Declaration endorsed
CARF by stating,” We also welcome the Crypto-Asset Reporting Framework and the
amendments to the Common Reporting Standard, both of which we consider to be integral
additions to the global standards for automatic exchange of information. We call on the
OECD to conclude the work on implementation packages, including possible timelines, and
invite the Global Forum on Transparency and Exchange of Information for Tax Purposes to
build on its commitment and monitoring processes to ensure widespread implementation of
both packages by relevant jurisdictions.” Under the G20 mandate, further work was
continued to develop implementation packages for facilitating the implementation of CARF

by interested jurisdictions around the world.

INDIA'S G2o PRESIDENCY IN 2023

1.8 India's G20 Presidency in 2023 provided further impetus to the implementation
phase of CARF. In September 2023, the G20 New Delhi Leaders' Declaration’ gave it
further impetus with a timeline by stating, "We call for the swift implementation of the Crypto
Asset Reporting Framework (“CARF”) and amendments to the CRS. We ask the Global
Forum on Transparency and Exchange of Information for Tax Purposes (“Global Forum”)
to identify an appropriate and coordinated timeline to commence exchanges by relevant
jurisdictions, noting the aspiration of a significant number of these jurisdictions to start

CAREF exchanges by 2027 and to report to our future meetings on the progress of its work."

1.9  Asa G20 country, India has been involved in this work, participating in Working Party
10 as well CARF Group, and has contributed to its development. These developments have
since become an important component of the new international tax transparency architecture
that is expected to be implemented by 2027, and complements the existing AEOI framework
comprising FATCA and CRS in ensuring that effective tax transparency implemented by the
G20, OECD and other countries around the world addresses the challenges of tax compliance

arising from use of crypto-assets.

1 https://www.mea.gov.in/images/CPV/G20-New-Delhi-Leaders-Declaration.pdf
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OVERVIEW OF THE CRYPTO-ASSET REPORTING FRAMEWORK

1.10 The CARF is a dedicated global tax transparency framework which provides for the
automatic exchange of tax-relevant information on transactions in Crypto-Assets in a

standardised manner with the jurisdictions of residence of taxpayers on an annual basis.

CRYPTO-ASSET

A “Crypto-Asset” is defined as a digital representation of value that relies on a cryptographically
secured distributed ledger or a similar technology to validate and secure transactions.

[Section 2(111)(d) of the Income-tax Act, 2025 & Rule 241(10)(a) of Income-tax Rules, 2026]

1.11  The CARF defines “Crypto-Assets” as “a digital representation of value that relies on a
cryptographically secured distributed ledger or a similar technology to validate and secure
transactions", which includes cryptocurrencies, as well as cryptography- based tokens. The
definition of “Crypto-Assets” has been kept broad intentionally, as the market for Crypto-
Assets continues to develop at a rapid rate. Crypto-Assets’ rely on cryptography and
distributed ledger technology, in particular blockchain technology, means that they can be
issued, recorded, transferred and stored in a decentralised manner, without the need to rely
on traditional financial intermediaries or central administrators. Recent years have witnessed
increasing popularity, transactions in and the value of a number of Crypto-Asset types,
attracting professional investors, as well as individuals, to the sector. Unlike traditional
currencies issued by governments, Crypto-Assets rely on new technologies (i.e. cryptography
and distributed ledger technology) that allow for the issuing, recording, transferring and
storing of Crypto-Assets in a decentralised manner, without the need to rely on traditional
financial intermediaries or a centralised administrator (e.g. a central bank or government
authority). Crypto-Assets can also be used to make payments for goods and services, again
without the need to rely on traditional financial intermediaries. The attraction for many users
lies in the decentralised nature of Crypto-Assets, which can allow them to be sent across
national borders faster, more cheaply and more easily than traditional currency issued by
governments and financial assets and offer potentially novel forms of investment. In view of
this, the CARF is therefore designed to apply to such activities, in a similar way as the CRS

applies to Financial Accounts.

1.12 The CARF is significant because it extends tax transparency principles to the rapidly

growing Crypto-Asset sector, closing the gaps left by traditional reporting standards. It will
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bring tax transparency to the Crypto-Asset sector which, once implemented, imposes
obligations on a new subset of service providers, Reporting Crypto-Asset Service Providers i.e
RCASPs, which are the service providers best positioned to collect and report information on
transactions of Crypto-Assets. Specifically, the CARF requires RCASPs to identify their users
and to report on specified transactions, with a view to ensuring the annualised reporting of
tax-relevant information concerning certain activities in relation to Crypto-Assets. Once
received by tax authorities, the information will be automatically exchanged with the tax
authorities of the jurisdiction(s) of residence of the Crypto-Asset Users, pursuant to an
international agreement that provides a legal basis for the automatic exchange of such

information for tax purposes. A graphical representation of how CARF works is as below:

Are you a RCASP?

L 4

Which country/jurisdiction are you obligated to report in?

U

Apply Due Diligence Rules

U

Identify Reportable Persons

L

Which are the Relevant Crypto-Assets?

4

Identify Relevant Transactions for each Relevant Crypto-Asset of each Reportable

Person

L 4

Report Relevant Information

1.13  While the CAREF is considered to be an “integral part” of the international standards
for AEOI, which also includes the CRS, it is a standalone framework from the CRS and other
forms of AEOI as it applies to the Crypto-Asset sector. Nevertheless, the CARF shares several

features with the CRS that are relevant for tax administrations and service providers to
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understand possible approaches to implementation. The CARF also helps strengthen the CRS

by removing the gaps by which the CRS may be circumvented.

INDIA’S LEGISLATIVE FRAMEWORK

1.14

With a view to enforce reporting obligations by RCASPs in India, the necessary

legislative framework has been put in place, as follows:

T

Inclusion of the definition of a ‘Crypto-Asset’ :
Section 2(111)(d)! of the Income-tax Act, 2025

Obligation to furnish information on transaction of Crypto-Asset :

Section 5092 of the Income-tax Act, 2025

Relevant definitions, Obligation for reporting transaction of Crypto-Asset, Reporting
requirements for transaction of Crypto-Assets and Due diligence procedures under
Section 509 :

Rules 2413, 2424, 2435 & 244° of the Income-tax Rules, 2026

Statement to furnish information on transaction of crypto-asset under Section 509 :
Form 1677 of the Income-tax Rules, 2026

Penalty for failure to furnish information or for furnishing inaccurate information on
transaction of crypto-asset :

Section 4468 of the Income-tax Act, 2025

1 https://www.incometaxindia.gov.in/w/section-2-263

2 https://www.incometaxindia.gov.in/w/section-509-4

3 https://www.incometaxindia.gov.in/w/rule-241-1

4 https: //www.incometaxindia.gov.in/w/rule-242-1

5 https://www.incometaxindia.gov.in/w/rule-243-1

6 https: //www.incometaxindia.gov.in/w/rule-244-1

7 https://www.incometaxindia.gov.in/documents/d/guest/form-no-167-1
8 https://www.incometaxindia.gov.in/w/section-446-6
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SCOPE OF
CRYPTO-ASSETS
TO BE COVERED
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CHAPTER - 2

SCOPE OF CRYPTO-ASSETS TO BE
COVERED

2.1 While the definition of Crypto-Assets is intended to cover a broad range of assets, not
all Crypto-Assets are subject to the scope of the reporting obligations under the Income-tax
Act, 2025 & Income-tax Rules, 2026. It is only Relevant Crypto-Assets in respect of which
RCASPs must fulfil reporting and due diligence requirements. If an individual or Entity is a
RCASP (e.g. because it otherwise carries out exchanges in Relevant Crypto-Assets), it would
nevertheless not be required to report information with respect to exchanges carried out in

Crypto-Assets that are not Relevant Crypto-Assets.

CRYPTO-ASSET

2.2 A “Crypto-Asset™ is defined as a digital representation of value that relies on a
cryptographically secured distributed ledger or a similar technology to validate

and secure transactions.

CRYPTO-ASSET

Relies on
Cryptographica
Digital lly secured . e
. s O validate and
representation distributed secure

transactions.

of value ledger or a
similar
technology

1 Section 2(111)(d) of the Income-tax Act, 2025 & Rule 241(10)(a) of Income-tax Rules, 2026
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2.3 A “digital representation of value” means that a Crypto-Asset must represent a
right to value, and that the ownership of, or right to, such value can be traded or
transferred to other individuals or Entities in a digital manner. The definition of Crypto-
Asset is thus functional and does not depend on labels that may be used to describe it, such as

” «

“cryptocurrency,” “security token,” or “non-fungible token,” all of which may be Crypto-
Assets. For instance, a token based on cryptography that allows individuals to store value,
engage in payments and that does not represent any claims or rights of memberships against

a person, rights to property or other absolute or relative rights is a Crypto-Asset.

2.4 A Crypto-Asset must rely on a eryptographically secured distributed ledger or

similar technology to validate and secure transactions.

2.5 Adistributed ledger is a decentralised manner for recording transactions in Crypto-
Assets in multiple places and at the same time. The definition of Crypto-Assets under the Act
focuses on the use of cryptographically secured distributed ledger technology, as this is a

distinguishing factor underpinning the creation, holding and transferability of Crypto-Assets.

2.6 Cryptography refers to a mathematical and computational practice of encoding and
decoding data that is used to validate and secure transactions in a decentralised or non-
intermediated manner. Validation refers to the process of confirming and recording a transfer
or other transaction, similar to the settlement of a financial asset transaction. The
cryptographic process is used to ensure, in a decentralised manner, the integrity of Crypto-
Assets, the clear assignment of Crypto-Assets to users, and the disposal of Crypto-Assets. This
cryptographic process allows multiple parties to engage in disintermediated validations of
transactions in the Crypto-Asset, often by verifying public and private cryptographic keys to a
transaction. This validation ensures that users in possession of a Crypto-Asset have not already
exchanged the same Crypto-Asset in another transaction. The cryptographic process also
secures transactions made in Crypto-Assets by compiling each transaction within a block of
other transactions. The block of transactions is then added to the official, publicly accessible,

transaction ledger (such as a blockchain) once the user completes a cryptographic hash.

2.7  Crypto-Assets may also rely on similar technology that allows for the
disintermediated holding or validating of Crypto-Assets. Regardless of the type of software
used, if the technology underpinning the Crypto-Asset allows for validating and securing

digital transactions in a decentralised or disintermediated manner, it is considered a similar

1 Rule 241(10)(b) of Income-tax Rules, 2026
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technology to a cryptographically secured distributed ledger. The definition also includes a
reference to “similar technology” to ensure it can include new technological developments that
emerge in the future and that operate in a functionally similar manner to Crypto-Assets and
raise similar tax risks. The definition of Crypto-Assets thereby targets those assets that can be
held and transferred in a decentralised manner, without the intervention of traditional
financial intermediaries, including stablecoins, derivatives issued in the form of a Crypto-

Asset and certain non-fungible tokens (NFTs).

RELEVANT CRYPTO-ASSETS

2.8 As stated above, it is only Relevant Crypto-Assets! in respect of which RCASPs
must fulfil reporting and due diligence requirements. If an individual or Entity is a RCASP
(e.g. because it otherwise carries out exchanges in Relevant Crypto-Assets), it would
nevertheless not be required to report information with respect to exchanges carried out in

Crypto-Assets that are not Relevant Crypto-Assets.

RELEVANT CRYPTO-ASSET

The term Relevant Crypto-Assets applies to all Crypto-Assets except the
following three types:

1. Central Bank Digital Currencies?
2. Specified Electronic Money Productss3
3. Crypto-Assets for which the RCASP has adequately determined that they cannot be

used for payment or investment purposes.

1 Rule 241(9) of Income-tax Rules, 2026
2 Rule 241(10)(c) of Income-tax Rules, 2026

3 Rule 241(10)(d) of Income-tax Rules, 2026

_15_



Crypto-Asset Reporting Obligations - Guidance Note

(I) CENTRAL BANK DIGITAL CURRENCIES!

The term “Central Bank Digital Currencies” means any digital Fiat Currency issued by a
Central Bank. Central Bank Digital Currencies are not considered Relevant Crypto-Assets,
given that they are a digital form of Fiat Currency. In this respect, the term Fiat Currency refers
to the official currency of a jurisdiction, issued by a jurisdiction or by a jurisdiction’s
designated Central Bank or monetary authority, as represented by physical banknotes or coins
or by money in different digital forms, including bank reserves, and Central Bank Digital
Currencies. The term also includes commercial bank money and electronic money products
(including Specified Electronic Money Products). Accordingly, a stablecoin that qualifies as a

Specified Electronic Money Product is treated as Fiat Currency.

(IT) SPECIFIED ELECTRONIC MONEY PRODUCTS2

The term “Specified Electronic Money Product” means any Crypto-Asset that is:
a) a digital representation of a single Fiat Currency;

b) issued on receipt of funds for the purpose of making payment transactions;
c) represented by a claim on the issuer denominated in the same Fiat Currency;
d) accepted in payment by a natural or legal person other than the issuer; and

e) redeemable at any time and at par value for the same fiat currency upon request of the

holder of the product, by virtue of regulatory requirements to which the issuer is subject to,

The term “Specified Electronic Money Product” does not include a product created for the sole
purpose of facilitating the transfer of funds from a customer to another person pursuant to
instructions of the customer. A product is not created for the sole purpose of facilitating the
transfer of funds if, in the ordinary course of business of the transferring Entity, either the
funds connected with such product are held longer than 60 days after receipt of instructions
to facilitate the transfer, or, if no instructions are received, the funds connected with such

product are held longer than 60 days after receipt of the funds.

1 Rule 241(10)(c) of Income-tax Rules, 2026

2 Rule 241(10)(d) of Income-tax Rules, 2026
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(IIT) CRYPTO-ASSETS FOR WHICH THE RCASP HAS ADEQUATELY
DETERMINED THAT THEY CANNOT BE USED FOR PAYMENT OR
INVESTMENT PURPOSES.

Other Crypto-Assets (other than the two types listed above) are treated as usable for payment

or investment purposes unless a RCASP makes affirmative determination that they cannot be

so used.

Non-fungible tokens that are traded on a marketplace are treated as assets that can be used
for payment or investment purposes and therefore would be considered Relevant Crypto-

Assets.

_17_
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CHAPTER - 3

INTERMEDIARIES AND OTHER
SERVICE PROVIDERS IN SCOPE

REPORTING CRYPTO-ASSET SERVICE PROVIDER

The term “Reporting Crypto-Asset Service Provider”' (RCASP) refers to any
Individual or Entity that, as a business, provides a service effecting Exchange Transactions
for or on behalf of customers, including by acting as a counterparty, or as an intermediary,

to Exchange Transactions, or by making available a trading platform.

3.1 Inview of this definition, the following steps have to be considered when determining

whether a service provider is a RCASP :

S Determine whether the Service Provider is an Entity or an Individual.
tep1

-
Check whether the service provider provides a service effecting
Step 2 Exchange Transactions.

Y,
-
Confirm if an Individual or Entity carious out such activities for or on

B)
Step 3 behalf of Customers? )
~

Examine that the Individual or Entity is conducting aforementioned
Step 4 activities as a business

J

1 Rule 241(13) of Income-tax Rules, 2026
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STEP 1:

DETERMINE WHETHER THE SERVICE PROVIDER IS AN ENTITY OR AN
INDIVIDUAL.

3.2  The first step is to determine whether an Entity or individual is acting as a RCASP. As
opposed to the CRS, which specifies that only Entities can be Reporting Financial Institutions,
the Rule specifies that RCASPs can be either Entities or Individuals. The term “Entity™ covers
a legal person or a legal arrangement, such as a company or partnership firm or trust or
foundation. This term is intended to cover any person other than an individual (i.e. a natural
person), in addition to any legal arrangement. An Entity is a “Related Entity”2 of another
Entity, if either Entity controls the other Entity, or the two Entities are under common control.
For this purpose control includes direct or indirect ownership of more than 50% of the vote
and value in an Entity. In this respect, Entities are considered Related Entities if these Entities
are connected through one or more chains of ownership by a common parent Entity and if the
common parent Entity directly owns more than 50% of the stock or other equity interest in at
least one of the other Entities. A chain of ownership is to be understood as the ownership by
one or more Entities of more than 50% of the total voting power of the stock of an Entity and
more than 50% of the total value of the stock of an Entity, as illustrated by the following
example: Entity A owns 51% of the total voting power and 51% of the total value of the stock
of Entity B. Entity B in its turn owns 51% of the total voting power and 51% of the total value
of the stock of Entity C. Entities A and C are considered “Related Entities” pursuant to sub-
clause (8) of Rule 241 because Entity A has a direct ownership of more than 50% of the total
voting power of the stock and more than 50% of total value of the stock of Entity B, and because
Entity B has a direct ownership of more than 50% of the total voting power of the stock and
more than 50% of total value of the stock of Entity C. Entities A and C are, hence, connected
through chains of ownership. Notwithstanding the fact that Entity A proportionally only owns
26% of the total value of the stock and voting rights of Entity C, Entity A and Entity C are
Related Entities.

Individuals are also included in the definition of RCASP, given that the services of RCASPs can
be offered equally by individuals as by Entities. Hence, an individual meeting the requirements
of the definition would be considered a RCASP. In addition, a group of individuals meeting

the requirements of the definition would be considered a RCASP or multiple RCASPs.

1 Rule 241(4) of Income-tax Rules, 2026

2 Rule 241(8) of Income-tax Rules, 2026
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Specifically, an individual or Entity that as a business, provides a service effecting Exchange
Transactions for or on behalf of customers, including by making available a trading platform,
is a RCASP. The technology involved in providing such service is irrelevant to determine

whether an individual or Entity is a RCASP.

STEP 2 :

CHECK WHETHER THE SERVICE PROVIDER PROVIDES A SERVICE
EFFECTING EXCHANGE TRANSACTIONS.

3.3 The RCASP definition is functional and based on the set of activities such service
providers engage in. An individual or Entity may effect Exchange Transactions for or on behalf
of customers by acting as a counterparty or intermediary to the Exchange Transactions. The
Rule identifies a number of different types of activities that, when performed as a business,
are to be considered effecting Exchange Transactions and therefore giving rise to classification
as a RCASP. “Effecting Exchange Transactions™ refers to a service through which the
customer can receive Relevant Crypto-Assets for Fiat Currencies, or vice versa, or exchange
Relevant Crypto-Assets for other Relevant Crypto-Assets. For instance, the activities of an
investment fund investing in Relevant Crypto-Assets do not constitute a service effecting
Exchange Transactions since such activities do not permit the investors in the fund to effect

Exchange Transactions.

3.4  Examples of Individuals or Entities that may provide services effecting Exchange

Transactions “as a counterparty, or as an intermediary”2, include:

TYPE OF SERVICE
PROVIDER

DESCRIPTION

This can include individuals or Entities who stand ready to,
as part of its regular business, to buy or sell Relevant Crypto-
Assets with other customers, while acting as a principal for
their own account.

Dealers acting for their own
account to buy and sell
Relevant Crypto-Assets to
customers

Operators of Crypto-Asset
ATMs, permitting the
exchange of  Relevant
Crypto-Assets  for  Fiat

Entities or individuals may also provide services effecting
Exchange Transactions where they run kiosks, such as
automated teller machines, that actively convert Relevant

1 Rule 241(14)(i) of Income-tax Rules, 2026

2 Rule 241(14)(iii) of Income-tax Rules, 2026
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DESCRIPTION

Currencies or other
Relevant Crypto-Assets
through such ATMs

Crypto-Asset exchanges that
act as a market makers and
take a bid-ask spread as a
transaction commission for
their services

Crypto-Assets to Fiat Currencies or other Relevant Crypto-

Assets via physical electronic terminals.

This could include exchange services that provide liquidity
to the Crypto-Asset market by bringing together orders for
buyers and sellers. Services provided as a market maker,
subscriber or other market facilitator to acquire and/or
dispose of Relevant Crypto-Assets would constitute effecting
an Exchange Transaction for purposes of the definition of

RCASP.

Brokers in Relevant Crypto-
Assets where they act on
behalf of clients to complete
orders to buy or sell an
interest in Relevant Crypto-
Assets

As for other brokerage services in relation to traditional
Financial Assets, this can cover the actions of brokers to
exchange Relevant Crypto-Assets with other Relevant
Crypto-Assets and/or Fiat Currencies on behalf of their
customers in an agent or intermediary capacity.

While the sole creation and issuance of a Relevant Crypto-
Asset would not be considered a service effecting Exchange
Transactions as a counterparty or intermediary, the direct
purchase of Relevant Crypto-Assets from an issuer, to resell
and distribute such Relevant Crypto-Assets to customers
would be considered effecting an Exchange Transaction.

Individuals or Entities
subscribing one or more
Relevant Crypto-Assets

35
customers by making available a trading platform that provides the ability for such

An individual or Entity may also effect Exchange Transactions for or on behalf of

customers to effect Exchange Transactions on such platform. A “trading platform”™ includes
any software program or application that allows users to effect (either partially or in their
entirety) Exchange Transactions. An individual or Entity that is making available a platform
that solely includes a bulletin board functionality for posting buy, sell or conversion prices of
Relevant Crypto-Assets would not be a RCASP as it would not provide a service allowing users
to effect Exchange Transactions. For the same reason, an Individual or Entity that solely

creates or sells software or an application is not a Reporting Crypto-Asset Service Provider, as

1 Rule 241(14)(iv) of Income-tax Rules, 2026
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long as it is not using such software or application for the provision of a service effecting

Exchange Transactions for or on behalf of customers.

3.6  An individual or Entity will be considered to make available a trading platform to the
extent it exercises control or sufficient influence over the platform, allowing it to comply with
the due diligence and reporting obligations with respect to Exchange Transactions concluded
on the platform. This may occur through the coordinated efforts of multiple individuals and/or
Entities, which may be located in multiple jurisdictions. In such cases, each Individual or
Entity that exercises control or sufficient influence over the platform is considered an RCASP.
For such scenarios, the due diligence rules provide for the option of RCASPs to designate a
single party to fulfil the due diligence requirements of the RCASP. Whether an Individual or
Entity exercises such control or sufficient influence should be assessed in a manner consistent
with the 2012 FATF Recommendations! (as amended in June 2019 with respect to virtual

assets and virtual asset service providers) and related FATF guidance.

STEP 3 :

CONFIRM IF AN INDIVIAL OR ENTITY CARRIES OUT SUCH ACTIVITIES
FOR OR ON BEHALF OF CUSTOMERS?

3.7  An Individual or Entity may be a RCASP by carrying out activities other than acting as
a counterparty, or intermediary, to an Exchange Transaction, or making available a trading
platform, as long as it functionally provides a service, as a business, effecting Exchange
Transactions for or on behalf of customers. Hence, a RCASP may effect transactions in Crypto-
Assets in a manner similar to a traditional financial institution, by acting as a dealer or broker
with respect to those assets, or it may effect transactions in Crypto-Assets by providing access
to “decentralised” services such as software that automatically matches a buyer and seller and
facilitates Exchange Transactions between those Crypto-Asset Users. Hence, an Individual or
Entity effecting Exchange Transactions will only be a RCASP if it carries out such activities for
or on behalf of customers. In this context, the simple passive investment of an investment fund
investing in Relevant Crypto-Assets does not constitute a service effecting Exchange
Transactions since such activities do not permit the fund or its investors to effect Exchange
Transactions. Furthermore, an Individual or Entity that is solely engaged in validating

distributed ledger transactions in Relevant Crypto-Assets, even if it receives payment for such

t https: //www.fatf-gafi.org/content/dam/fatf-gafi/recommendations/fatf-recommendations-2012.pdf
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purposes, is not considered to conduct Exchange Transactions on behalf of customers and,
therefore, is not a RCASP.

STEP 4 :

EXAMINE THAT THE INDIVIDUAL OR ENTITY IS CONDUCTING
AFOREMENTIONED ACTIVITIES AS A BUSINESS

3.8  When effecting Exchange Transactions on behalf of customers, a RCASP must be
carrying on the activities “as a business”. The phrase “as a business™ excludes individuals
or entities who carry out a service on infrequent basis for non-commercial reasons. It is meant
to ensure that reporting requirements are not placed on Individuals or Entities who effect
Exchange Transactions but do not do so as part of a business (e.g. on a very infrequent basis
for non-commercial reasons). In this regard, one-off transactions that are completed on behalf

of other persons do not constitute conducting activities “as a business”.

1 Rule 241(14)(i) of Income-tax Rules, 2026
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CHAPTER - 4

IDENTIFYING WHERE RCASPs
SHOULD REPORT

4.1 Once a RCASP has been correctly identified, the next step is to determine if it has
sufficient connection to a jurisdiction, in order to report the required information to such
jurisdiction’s tax authority. RCASPs with sufficient connection to a partner jurisdiction are

considered to have a reporting nexus to that partner jurisdiction.

4.2  Accordingly, a criterion! is set out pursuant to which a RCASP will be considered to

have a nexus in India, as follows:

(i) An entity or individual resident for tax purposes
in India; or

(ii) An entity that is incorporated or organised
under the laws of India; or

(iii) An entity that either has legal personality in
India or has an obligation to file return of income
under section 263; or

(iv) An entity managed from India; or

(v) An entity or individual that has a regular place
of business in India.

Additionally, a RCASP shall be subject to the reporting requirements under Rule 243 and due
diligence requirements under Rule 244 with respect to relevant transactions effected through

a branch based in India.

1 Rule 242(1) & (2) of Income-tax Rules, 2026
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4.3  Furthermore, it is recognised that some RCASPs may have a nexus in more than one
partner jurisdiction!. The Income-tax Rules, 2026 therefore contains a hierarchy of
nexus rules?, with the intention that, where there are multiple jurisdictions where a nexus
exists that are both partner jurisdictions, the jurisdiction with the strongest link should be
considered the primary jurisdiction for reporting purposes (i.e. a nexus higher on the list
represents a stronger link than a nexus lower on the list). For example, an Entity RCASP may
have a nexus with two partner jurisdictions, where its tax residence is in one jurisdiction, while
its place of incorporation is in a different jurisdiction. To prevent RCASPs from being subject
to duplicate reporting requirements in multiple jurisdictions under such circumstances, a
cascading hierarchy of nexus criteria requires the RCASP to report where it has the strongest
link (in this case, in the jurisdiction of tax residence). If a RCASP has a nexus of the same
priority (for example, a place of management) in two partner jurisdictions, the RCASP can
report in either jurisdiction, provided it lodges a notifications in the jurisdiction where it
does not report. Hence, a RCASP is not required to complete the reporting requirements under
Rule 243 and due diligence requirements under Rule 244 in India, pursuant to Rule 242(1), if
it has lodged a notification with India in a format specified by India confirming that such
requirements are completed by such RCASP under the rules of a partner jurisdiction pursuant
a substantially similar nexus that it is subject to in India. The RCASP may refer to the list of

such partner jurisdictions, notified by the Central Government by notification, for the above.

4.4  Thereporting by Branches of RCASPs is also described under the Rules. A “Branch™
means a unit, business or office of a RCASP that is treated as a branch under the regulatory
regime of a country or territory, or that is otherwise regulated under the laws of such country
or territory as separate from other offices, units, or branches of the RCASP. The general rule
is that a RCASP is considered to have a regular place of business in any jurisdiction where it
has a Branch. If the RCASP has a nexus that is higher in the hierarchy in another partner
jurisdiction, then the RCASP must generally comply with reporting and due diligence
requirements in that other jurisdiction with respect to the Branch’s activities, in addition to
the jurisdiction where the Branch is located. However, the RCASP is relieved of those

requirements with respect to the Branch’s activities if the Branch itself reports the information

1 Rule 241(7) of Income Tax Rules, 2026
2 Rule 242(3) of Income-tax Rules, 2026
3 Rule 242(3)(c) of Income-tax Rules, 2026

4 Rule 241(2)&(3) of Income-tax Rules, 2026
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to the tax authorities of the partner jurisdiction in which it is located. A RCASP that maintains
one or more Branches fulfils the due diligence and reporting requirements with respect to a
Crypto-Asset User if any one of its Branches in a partner jurisdiction fulfils such requirements.
Hence, a RCASP shall be subject to the reporting requirements under Rule 243 and due
diligence requirements under Rule 244 with respect to relevant transactions effected
through a branch based in India. All units, businesses, or offices of a RCASP in a single

country or territory shall be treated as a single branch.

4.5 This hierarchy of nexus rules is set out below, in the order of precedence :
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CHAPTER - 5

IDENTIFICATION OF REPORTABLE
PERSONS

REPORTABLE PERSON

5.1  Each RCASP needs to identify all Reportable Users*' and Reportable Persons2
with respect to which it must report information. Reportable Persons include Crypto-Asset
Userss3 that are Reportable Users (which may be Individuals and Entities that are resident in
a country or territory outside India under the tax laws of such country or territory) and
Controlling Persons+ of certain Entity Crypto-Asset Users (essentially Entities that are not
Active or otherwise excluded) that are resident in a country or territory outside India under
the tax laws of such country or territory. RCASPs must therefore first review and identify their
customer base to determine whether any of their Crypto-Asset Users or the Controlling
Persons of their relevant Entity Crypto Asset Users are subject to exclusions and should
therefore not be reported on or are resident in a country or territory outside India under the
tax laws of such country or territory. To make this determination, RCASPs will need to follow

the due diligence procedures set out in the Rules.

5.2  Abasic summary of relevant terms is as below:

CRYPTO-ASSET USERS

The term “Crypto-Asset User” means :

1 Rule 241(15) of Income-tax Rules, 2026
2 Rule 241(16)(g) of Income-tax Rules, 2026
3 Rule 241(16)(a) of Income-tax Rules, 2026

4 Rule 241(16)(i) of Income-tax Rules, 2026
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(i) an individual or entity that is a customer of a RCASP for the purposes of carrying out
relevant transactions;

(ii) where an individual or entity (other than a financial institution or a reporting crypto-
asset service provider), acts as a crypto-asset user for the benefit or account of another
individual or entity as agent, custodian, nominee, signatory, investment advisor, or
intermediary, such other individual or entity, so however that the first mentioned
individual or entity shall not be treated as a crypto-asset user;

(iii)where a reporting crypto-asset service provider provides a service for effecting
reportable retail payment transactions for or on behalf of a merchant, the customer that

is the counterparty to the merchant for such reportable retail payment transaction.

4

REPORTABLE USERS

The term “Reportable User” means a Crypto-Asset User that is a Reportable Person.

4

REPORTABLE PERSONS

The term “Reportable Person” means :

1) an entity or an individual that is resident in a country or territory outside India
under the tax laws of such country or territory; or

(i1) an estate of a decedent that was a resident of a country or territory outside India,
other than excluded person;

For this purpose, an Entity such as a partnership, limited liability partnership or similar legal
arrangement that has no residence for tax purposes shall be treated as resident in the
jurisdiction in which its place of effective management is situated. If the Entity Crypto-Asset
User certifies that it has no residence for tax purposes, the RCASP may rely on the place of
effective management or the address of the principal office to determine the residence of the
Entity Crypto-Asset User. The “place of effective management” is the place where key

management and commercial decisions that are necessary for the conduct of the Entity’s
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business as a whole are in substance made. All relevant facts and circumstances must be

examined to determine the place of effective management.

The term “Reportable Person” also includes an estate of a decedent that was a resident of a
country or territory outside India. In determining what is meant by “estate”, reference must be
made to each jurisdiction’s particular rules on the transfer or inheritance of rights and

obligations in the event of death (e.g. the rules on universal succession).

5.3  The entire exercise of Identification of Reportable Persons can be broken down in 2

steps, as follows :

STEP 1:

IDENTIFICATION OF CRYPTO-ASSET USERS (INDIVIDUAL OR ENTITY)
WHO ARE REPORTABLE USERS.

5.4  The first step is for RCASPs to identify their Crypto-Asset Users!. The Rule specifies
that a Crypto-Asset User is any individual (i.e. Individual Crypto-Asset User) or Entity (i.e.
Entity Crypto-Asset User) for whom a RCASP carries out Relevant Transactions. A Relevant
Transaction means an Exchange Transaction or a Transfer of Relevant Crypto- Assets, which
is discussed in detail in the Chapter 7. Hence, any Individual Crypto-Asset Users as well as
Entity Crypto-Asset Users must be identified by the RCASP, irrespective of whether the RCASP
is safekeeping the Relevant Crypto-Assets on behalf of the Crypto-Asset User or the legal
characterisation of the relationship between the RCASP and such Individual or Entity.

5.5 In addition to identifying Crypto-Asset Users according to the general rule described
above, there are also two distinct cases where RCASPs will need to apply specific rules for

identifying Crypto-Asset Users.

1 First, where a Crypto-Asset User (other than a RCASP or a Financial Institution) is
acting for the benefit or account of another individual or Entity as an agent, custodian,
nominee, signatory, investment advisor, or intermediary, the RCASP should not treat
the intermediary as a Crypto- Asset User. Instead, the individual or Entity on whose
behalf the Crypto-Asset User relationship is in place should be treated as the Crypto-

Asset User, and identification should be carried out on that basis.

1 Rule 241(16)(a)&(b) of Income-tax Rules, 2026
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1 Secondly, a RCASP may conduct Relevant Transactions (in this case, Transfers) that
allow a merchant to offer its customers payment in the form of Relevant Crypto-Assets,
in consideration of a purchase of goods or services, where the value exceeds USD
50,000. Depending on the RCASP’s relationship with the merchant and the customer,
either the merchant or the customer may be a Crypto-Asset User for the RCASP. In
addition, if in the relationship only the merchant is the Crypto-Asset User with respect
to the RCASP, the RCASP is required to verify the identity of the merchant’s customers
pursuant to Prevention of Money Laundering Act, 2002, the RCASP must then also
treat the customers of the merchant as its Crypto-Asset User(s) and ensure their
identification as such. The requirement to verify the identity of the customer means a

requirement pursuant to Prevention of Money-Laundering Act, 2002 (15 of 2003).

5.6 A Crypto-Asset User is classified, firstly, depending on whether it is an Individual or
an Entity and, secondly, depending on the date it established a relationship as such with a
RCASP. Thus, a Crypto-Asset User can be either an “Individual Crypto-Asset User”!
and/or an “Entity Crypto-Asset User”2 or a “Pre-existing Individual Crypto-Asset
User”s ("Pre-existing individual crypto-asset user" means an individual crypto-asset user that
has established a relationship with the RCASP as of the 31st December, 2025) and/or a
“Pre-existing Entity Crypto-Asset User” ("Pre-existing entity crypto-asset user" means
an entity crypto-asset user that has established a relationship with the RCASP as of the 31st

December, 2025).

STEP 2 :

IDENTIFICATION OF CONTROLLING PERSONS (OF ENTITY CRYPTO-
ASSET USERS) WHO ARE REPORTABLE PERSONS.

5.7  If the Entity Crypto-Asset User is not an Active Entity or an Excluded Person, then the
RCASP must “look-through” the Entity Crypto-Asset User to identify its “Controlling

Persons’s. If the Controlling Persons are Reportable Persons (i.e. are resident of a country or

1 Rule 241(16)(c) of Income-tax Rules, 2026
2 Rule 241(16)(e) of Income-tax Rules, 2026
3 Rule 241(16)(d) of Income-tax Rules, 2026
4 Rule 241(16)(f) of Income-tax Rules, 2026

5 Rule 241(16)(i) of Income-tax Rules, 2026
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territory outside India), then information in relation to the Controlling Person and the Entity
Crypto-Asset User they control must be reported to the jurisdiction to which the RCASP
reports to so that that jurisdiction can provide that information to the Controlling Person’s
jurisdiction of residence. This is the same process for identifying Controlling Persons as set
out under the CRS, where Controlling Persons of certain Entity Account Holders are also
required to be identified. The term Controlling Persons corresponds to the term “beneficial
owner” as described in Recommendation 10 and the Interpretative Note on Recommendation
10 of the FATF Recommendations (as adopted in February 2012, and as updated in June 2019
pertaining to Virtual Asset Service Providers) and must be interpreted in a manner consistent
with such Recommendations, with the aim of protecting the international financial system

from misuse including with respect to tax crimes.

5.8  To determine the Controlling Persons of the Entity Crypto-Asset User, a RCASP may
rely on information collected and maintained pursuant to AML/KYC Procedures® (Anti
Money Laundering or Know Your Customer Procedures) or apply substantially similar
procedures, provided that such procedures are consistent with the 2012 FATF
Recommendations (as updated in June 2019 pertaining to Virtual Asset Service Providers),
and as further updated from time to time. AML/KYC means the customer due diligence
procedures of a RCASP as provided under the Prevention of Money-Laundering Act, 2002 (15
of 2003). These procedures include identifying and verifying the identity of the customer
(including the beneficial owners of the customer), understanding the nature and purpose of

the transactions, and on-going monitoring.

5.9  For an Entity that is a legal person, the term “Controlling Persons” means the natural

person(s) who exercises control over the Entity :

- “Control” over an Entity is generally exercised by the natural person(s) who ultimately
has a controlling ownership interest in the Entity. A “controlling ownership interest”
depends on the ownership structure of the legal person and is usually identified on the
basis of a threshold applying a risk-based approach (e.g. any person(s) owning more
than a certain percentage of the legal person, such as 25%).

- Where no natural person(s) exercises control through ownership interests, the
Controlling Person(s) of the Entity will be the natural person(s) who exercises control

of the Entity through other means.

1 Rule 241(1) of Income-tax Rules, 2026
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- Where no natural person(s) is identified as exercising control of the Entity, the
Controlling Person(s) of the Entity will be the natural person(s) who holds the position
of senior managing official.

- In the case of a trust, the term “Controlling Persons” means the settlor(s), the
trustee(s), the protector(s) (if any), the beneficiary(ies) or class(es) of beneficiaries,
and any other natural person(s) exercising ultimate effective control over the trust. The
settlor(s), the trustee(s), the protector(s) (if any), and the beneficiary(ies) or class(es)
of beneficiaries, must always be treated as Controlling Persons of a trust, regardless of
whether or not any of them exercises control over the trust. In addition, any other
natural person(s) exercising ultimate effective control over the trust (including
through a chain of control or ownership) must also be treated as a Controlling Person
of the trust. With a view to establishing the source of funds in the account(s) held by
the trust, where the settlor(s) of a trust is an Entity, RCASPs must also identify the
Controlling Person(s) of the settlor(s) and report them as Controlling Person(s) of the
trust. For beneficiary(ies) of trusts that are designated by characteristics or by class,
RCASPs should obtain sufficient information concerning the beneficiary(ies) to satisfy
the RCASP that it will be able to establish the identity of the beneficiary(ies) at the time
of the pay-out or when the beneficiary(ies) intends to exercise vested rights. Therefore,
that occasion will constitute a change in circumstances and will trigger the relevant
procedures.

- In the case of a legal arrangement other than a trust, the term “Controlling Persons”
means persons in equivalent or similar positions as those that are Controlling Persons

of a trust.

Thus, taking into account the different forms and structures of legal arrangements,
RCASPs should identify and report persons in equivalent or similar positions, as those
required to be identified and reported for trusts. In relation to legal persons that are
functionally similar to trusts (e.g. foundations), RCASPs should identify Controlling
Persons through similar customer due diligence procedures as those required for

trusts, with a view to achieving appropriate levels of reporting.

5.10 Identification of Controlling Persons of the Entity Crypto-Asset User can be broken
down into two steps. First, the RCASP must ask whether the Entity Crypto-Asset User is an
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Active Entity! and second, whether the Entity Crypto-Asset User is an Excluded Personz.
If the Entity Crypto-Asset User is neither of these, then the RCASP must identify whether the

Entity Crypto-Asset User has one or more Controlling Persons which are Reportable Persons.

A. IDENTIFYING WHETHER THE ENTITY
CRYPTO-ASSET USER IS AN ACTIVE
ENTITY.

5.11 As a first step, RCASPs will need to identify whether any of their Entity Crypto-Asset
Users qualify as Active Entities and should therefore be excluded from the requirements to
identify their Controlling Persons. An Entity is an Active Entity, provided that it meets any of
the criteria listed at Rule 241(16)(1) of the Income-tax Rules, 2026. One of the criteria to qualify
as an Active Entity essentially includes Entities with passive income consisting of less than
50% of their total income and where under 50% of their assets produce passive income (such
as dividends, interest, capital gains, rents etc.). However, all other qualifications and criteria

to define an Active Entity are detailed in the Income-tax Rules, 2026.

B. IDENTIFYING WHETHER THE ENTITY
CRYPTO-ASSET USER IS AN EXCLUDED
PERSON

5.12 The Rules define Excluded Persons3 to mean any of the following: (a) an Entity the
stock of which is regularly traded on one or more established securities markets; (b) any Entity
that is a Related Entity of an Entity described in clause (a); (c) a Governmental Entity;
(d) an International Organisation; (e) a Central Bank; or (f) a Financial Institution
other than an Investment Entity described in Rule 241 (6)(d)(ii) (of the Income-tax Rules,
2026).

5.13 Entities that are covered by the term “Excluded Person” are not subject to

reporting obligations.

1 Rule 241 (16)(1),(m)&(n) of Income-tax Rules, 2026

2 Rule 241 (5),(6)&(8) of Income-tax Rules, 2026
3 Defined vide Rule 241 (5),(6)&(8) of Income-tax Rules, 2026
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CHAPTER - 6

DUE DILIGENCE PROCEDURES

6.1 Rule 244 of the Income-tax Rules, 2026, contains the due diligence procedures
to be followed by RCASPs in identifying their Crypto-Asset Users, determining the relevant
tax jurisdictions for reporting purposes and collecting relevant information needed to comply
with the reporting requirements under the Rule 243. The due diligence requirements are
designed to allow RCASPs to efficiently and reliably determine the identity and tax residence
of their Individual and Entity Crypto-Asset Users, as well as of the natural persons controlling

certain Entity Crypto-Asset Users.

6.2  The due diligence procedures build on the self-certification-based process of the CRS,
as well as existing AML/KYC* obligations enshrined in the 2012 FATF Recommendations,
including updates in June 2019 with respect to obligations applicable to virtual asset service
providers. However, unlike the CRS, the due diligence rules under section 509 apply
substantive requirements equivalent to the CRS New Account Procedures for both Pre-
existing Crypto-Asset Users?, as well as New Crypto-Asset Users (whether individuals

or Entities, as well as the Controlling Persons of certain Entities).

Under Rule
24116)(d) & (D), P e
" P re-existing
pre-existing
crypto-asset user” Crypto-Asset
means a crypto- User New Crypto-Asset
asset user that has User

established a
relationship ~ with
the RCASP as of
31st December,
2025.

1 Rule 241(1) of Income-tax Rules, 2026

2 Rule 241(16)(d)&(f) of Income-tax Rules, 2026
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The only difference between the due diligence requirements for Pre-existing Crypto-Asset
User and New Crypto-Asset User is one of timing. With respect to all Pre-existing Crypto-Asset
Users and the Controlling Persons of certain Entity Crypto-Asset Users (i.e. those with an
existing relationship with the RCASP as of 31st December, 2025), the RCASPs should carry
out due diligence procedures equivalent to New Account Procedures with respect to all
individuals or Entities identified as Crypto-Asset Users and the Controlling Persons of certain
Entity Crypto-Asset Users. Such due diligence procedures have to be carried out within 12
months on and from 1t January 2026*. With respect to New Crypto-Asset Users and the
Controlling Persons of certain Entity Crypto-Asset Users, the RCASP is required to conduct
due diligence and obtain a valid self-certification at the time of account opening, as well as

one-off transactions.

USING VALID SELF-CERTIFICATIONS TO IDENTIFY CRYPTO-ASSET
USERS THAT ARE REPORTABLE USERS

6.3 Once the RCASP has identified its Crypto-Asset Users according to the rules and
definitions described in Chapter 5, it is required to identify whether any of its Crypto-Asset
Users are Reportable Users and, on that basis information in relation to those customers must
be reported, in line with the Reporting Obligations under the Rules. RCASPs will make this
determination on the basis of information obtained via the collection of valid self-
certifications, as well as other information in their possession and, in certain cases,
information that is publicly available. Overall, the process for identifying Crypto-Asset Users

that are Reportable Users is very similar to requirements under the CRS.

6.4  The below sections set out the process that RCASPs should use for obtaining the valid
self- certifications necessary to determine whether Individual Crypto-Asset Users, as well as
Entity Crypto-Asset Users, are Reportable Users. As mentioned above, with respect to certain
Entity Crypto-Asset Users, RCASPs will also need to apply an additional step to determine
whether its Controlling Persons are themselves Reportable Persons who should be reported
on. Each of these processes is very similar to the due diligence rules of the CRS as applicable

to new accounts.

1 Rule 244(2)(a) of Income-tax Rules, 2026
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INDIVIDUAL CRYPTO-ASSET USERS

STEP 1:
OBTAINING VALID SELF-CERTIFICATIONS

6.5 Upon the establishment of a relationship with the user, which may include a one-off
transaction, a RCASP must collect a self- certification, and confirm its reasonableness, in

respect of its Individual Crypto-Asset Users.

6.6 A key requirement associated with the due diligence procedures for a Crypto-Asset
User is obtaining a valid self-certification which establishes where the individual is resident
for tax purposes. If the self-certification establishes that the Crypto-Asset User is resident for
tax purposes outside India, then the RCASP must treat the Crypto-Asset User as a Reportable
User. The domestic laws of the various jurisdictions lay down the conditions under which an
individual is to be treated as “resident” for tax purposes. They cover various forms of
attachment to a jurisdiction which, in the domestic taxation laws, form the basis of a
comprehensive taxation (full liability to tax). If an individual is resident for tax purposes in
more than one jurisdiction, all jurisdictions of residence must be included in the self-
certification and the RCASP must treat the Individual Crypto-Asset User as a Reportable User
in respect of each such jurisdiction. The self-certification may be pre-populated by the RCASP
to include the Individual Crypto-Asset User’s or Controlling Person’s information, except for

the jurisdiction(s) of residence for tax purposes, to the extent already available in its records.

6.7 A self-certification referred is a certification by the Individual Crypto-Asset User that
provides the Individual Crypto-Asset User’s status and any other information that may be
reasonably requested by the RCASP to fulfil its reporting and due diligence obligations, such

as the jurisdiction where the Individual Crypto-Asset User is resident for tax purposes.

6.8 In order for the self-certification to be valid, it must be signed or otherwise positively
affirmed, (i.e. involving some level of active input or confirmation) by the Crypto-Asset User,
be dated at the latest date of receipt, and must include the Crypto-Asset User’s name; address;
country(s) or territory(s) of residence; TIN(s) and date and place of birth.
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Required elements for valid self-certifications for Individual Crypto-Asset

Users! and Controlling Persons?

Name

Address

Country(s) or Territory(s) of residence

For each Reportable Person, the TIN for each jurisdiction of residence

Date and Place of birth

6.9 The requirements of a valid self-certification in the case of a Controlling Person are the
same as that for an Individual Crypto-Asset User. However, there are additional requirements

for a Controlling persons such as name; address; country(s) or territory(s) of residence and
TIN(s) of the concerned Entity, as well as the role(s) by virtue of which each reportable person

is a controlling person of the entity.

6.10 If the self-certification is provided electronically, the electronic system must ensure
that the information received is the information sent, and must document all occasions of user
access that result in the submission, renewal, or modification of a self-certification. In
addition, the design and operation of the electronic system, including access procedures, must
ensure that the person accessing the system and furnishing the self-certification is the person
named in the self-certification, and must be capable of providing upon request a hard copy of
all self-certifications provided electronically. A RCASP may retain an original, certified copy,
or photocopy (including a microfiche, electronic scan, or similar means of electronic storage)
or electronic copy of the self-certification. The self-certification (including the original) may

also exist solely in electronic format.

1 Rule 243(1)(a) of the Income Tax Rules, 2026
2 Rule 243(1)(c) of the Income Tax Rules, 2026

3 Rule 243(1)(c) of the Income Tax Rules, 2026

_40_



Crypto-Asset Reporting Obligations - Guidance Note

6.11 A self-certification may be signed (or otherwise positively affirmed) by any person
authorised to sign on behalf of the Individual Crypto-Asset User or Controlling Person under

domestic law.

6.12 If the Individual Crypto-Asset User or Controlling Person that is identified as having
more than one country or territory of residence, the country or territory of residence and TIN
to be reported are of all such country(s) or territory(s) of residence and all TIN(s) identified
by the RCASP in the self-certification. Notwithstanding the requirements to obtain a TIN in
respect of Reportable Users and of Controlling Persons of Entity Crypto-Asset Users that are
Reportable Persons, the TIN is not required to be collected if* :

(i) a TIN is not issued by the country or territory outside India in which reportable user is

resident for tax purposes; or

(ii) the domestic law of the country or territory outside India does not require the collection of
the TIN issued by such country or territory in which reportable user is resident for tax

purposes; and
In such cases, a TIN is considered not to be issued by a country or territory outside India —

(A) where such country or territory does not issue a TIN nor a functional equivalent in the

absence of TIN; or
(B) where such country or territory has not issued a TIN to a particular individual or entity.

STEP 2 :
CHECK FOR REASONABLENESS OF SELF-CERTIFICATIONS

6.13 Once the RCASP has obtained a completed self-certification, in order for it to be valid,
the RCASP must confirm its reasonableness based on the information obtained in
connection with the establishment of the customer relationship, including any documentation
collected pursuant to AML/KYC procedures (i.e. the reasonableness test). A RCASP is
considered to have confirmed the reasonableness of a self- certification if it does not know or

have reason to know that the self-certification is incorrect or unreliable. RCASPs are not

1 Rule 243(2)(a) & (b) of the Income Tax Rules, 2026
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expected to carry out an independent legal analysis of relevant tax laws to confirm the

reasonableness of a self-certification.

6.14 Where a self-certification fails the reasonableness test, the RCASP is expected to either
obtain (i) a valid self- certification or (ii) a reasonable explanation and documentation (as
appropriate) supporting the reasonableness of the self-certification (and retain a copy or a
notation of such explanation and documentation), before it provides services effecting
Relevant Transactions on behalf of the Individual Crypto-Asset User. The FAQs to this
Guidance Note contain examples of “reasonable explanation” and the applicable standards of

knowledge.

STEP 3 :

RELIANCE ON SELF-CERTIFICATIONS — STANDARDS OF KNOWLEDGE
APPLICABLE TO SELF-CERTIFICATIONS

6.15 If, at any point, there is a change of circumstances with respect to an Individual Crypto-
Asset User that causes the RCASP to know, or have reason to know, that the original self-
certification is incorrect or unreliable, the RCASP cannot rely on the original self-certification
and must obtain a valid self- certification, or a reasonable explanation and documentation (as
appropriate) supporting the validity of the original self-certification. The standards of

knowledge applicable to self-certifications are as below:

M A RCASP has reason to know that a self-certification is unreliable or incorrect if its
knowledge of relevant facts or statements contained in the self-certification or other
documentation is such that a reasonably prudent person in the position of the RCASP
would question the claim being made. A RCASP also has reason to know that a self-
certification is unreliable or incorrect if there is information in the documentation or

in the RCASP’s files that conflicts with the person’s claim regarding its status.

1 ARCASP has reason to know that a self-certification provided by a person is unreliable
or incorrect if the self-certification is incomplete with respect to any item on the self-
certification that is relevant to the claims made by the person, the self-certification
contains any information that is inconsistent with the person’s claim, or the RCASP
has other information that is inconsistent with the person’s claim. A RCASP that relies
on a service provider to review and maintain a self-certification is considered to know

or have reason to know the facts within the knowledge of the service provider.
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1 ARCASP may not rely on documentation provided by a person if the documentation
does not reasonably establish the identity of the person presenting the documentation.
For example, documentation is not reliable if it is provided in person by an individual
and the photograph or signature on the documentation does not match the appearance
or signature of the person presenting the document. A RCASP may not rely on
documentation if the documentation contains information that is inconsistent with the
person’s claim as to its status, the RCASP has other information that is inconsistent
with the person’s status, or the documentation lacks information necessary to establish

the person’s status.

STEP 4 :
IN CASE OF A “CHANGE OF CIRCUMSTANCES”

6.16 A “change of circumstances™ includes any change that results in the addition of
information relevant to an Individual Crypto-Asset User’s status or otherwise conflicts with
such user’s status or any change or addition of information to any profile associated with such
Individual Crypto-Asset User if such change or addition of information affects the status of the
Individual Crypto-Asset User. For these purposes, the RCASP should determine whether new
information that is obtained with respect to the Individual Crypto-Asset User’s profile in
accordance with re-documentation undertaken in accordance with AML/KYC Procedures or
other regulatory obligations includes new information that constitutes a change of
circumstances. A change of circumstances affecting the self-certification provided to the
RCASP will terminate the validity of the self-certification with respect to the information that

is no longer reliable, until the information is updated.

6.17 When a change of circumstances occurs, the RCASP cannot rely on the original self-
certification and must obtain either (i) a valid self-certification that establishes the
residence(s) for tax purposes of the Individual Crypto-Asset User, or (ii) a reasonable
explanation and documentation (as appropriate) supporting the validity of the original self-
certification (and retain a copy or a notation of such explanation and documentation).
Therefore, a RCASP is expected to institute procedures to ensure that any change that

constitutes a change in circumstances is identified by the RCASP. In addition, a RCASP is

1 Rule 244(13)(a)(x) of Income-tax Rules, 2026
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expected to notify any person providing a self-certification of the person’s obligation to notify

the RCASP of a change in circumstances.

6.18 A self-certification becomes invalid on the date that the RCASP holding the self-
certification knows or has reason to know that circumstances affecting the correctness of the
self-certification have changed. However, a RCASP may choose to treat a person as having the
same status that it had prior to the change in circumstances until the earlier of 90 calendar
days ' from the date that the self-certification became invalid due to the change in
circumstances, the date that the validity of the self-certification is confirmed, or the date that
a new self-certification is obtained. If the RCASP cannot obtain a confirmation of the validity
of the original self-certification or a valid self-certification during such 9o-day periodz, the
RCASP must treat the Individual Crypto-Asset User as resident of the jurisdiction(s) in which
the Individual Crypto-Asset User claimed to be resident in the original self-certification and
the jurisdiction(s) in which the Individual Crypto-Asset User may be resident as a result of the

change in circumstances.

6.19 A RCASP may rely on a self-certification without having to inquire into possible
changes of circumstances that may affect the validity of the statement, unless it knows or has
reason to know that circumstances have changed. For instance, where the RCASP obtains
information pursuant to its AML/KYC Procedures or other regulatory requirements that
information contained in the self-certification is no longer accurate or reliable, the RCASP
must update the self-certification with respect to the information identified, before the self-

certification can be relied on.

STEP 5 :
CURING SELF-CERTIFICATION ERRORS

6.20 A RCASP may treat a self-certification as valid, notwithstanding that the self-
certification contains an inconsequential error, if the RCASP has sufficient documentation on
file to supplement the information missing from the self-certification due to the error. In such
case, the documentation relied upon to cure the inconsequential error must be conclusive. For
example, a self-certification in which the Individual Crypto-Asset User submitting the form

abbreviated the jurisdiction of residence may be treated as valid, notwithstanding the

1 Rule 244(13)(a)(xiv) of Income-tax Rules, 2026

2 Rule 244(13)(a)(xv) of Income-tax Rules, 2026
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abbreviation, if the RCASP has government issued identification for the person from a
jurisdiction that reasonably matches the abbreviation. On the other hand, an abbreviation for
the jurisdiction of residence that does not reasonably match the jurisdiction of residence
shown on the person’s passport is not an inconsequential error. A failure to provide a
jurisdiction of residence is not an inconsequential error. In addition, information on a self-
certification that contradicts other information contained on the self-certification or in the

files of the RCASP is not an inconsequential error.

ENTITY CRYPTO-ASSET USERS

STEP 1:
OBTAINING VALID SELF-CERTIFICATIONS

6.21 The due diligence procedure for Entity Crypto-Asset Users is made up of two parts:

9 First, the RCASP must establish whether the Entity is a Reportable User. If so, the
Crypto-Asset User is a Reportable User.

1 Second, for Entity Crypto-Asset Users other than Active Entities and Excluded
Persons, the RCASP must establish whether the Entity is controlled by Controlling
Person(s) that are Reportable Persons(s).

6.22 In order to determine whether an Entity Crypto-Asset User is a Reportable User, due
diligence procedures require that, when establishing a relationship with the Entity Crypto-
Asset User, or with respect to Pre-existing Entity Crypto-Assets Users by 12 months on and
from date specified in Rule 244(3)(b)(i) of Income-tax Rules, 2026, the RCASP
obtains a self-certification that allows the RCASP to determine the Entity Crypto-Asset User’s
residence(s) for tax purposes. If a self-certification indicates that the Entity Crypto-Asset User
is resident in a country or territory outside India, then the RCASP must treat the Entity Crypto-
Asset User as a Reportable User unless it reasonably determines based on the self-certification
or information in its possession or that is publicly available, that the Entity Crypto-Asset User

is an Excluded Person.

6.23 The self-certification must allow the determination of the Entity Crypto-Asset User’s
residence(s) for tax purposes. The domestic laws of the various jurisdictions lay down the
conditions under which an Entity is to be treated as “resident” for tax purposes. They cover

various forms of attachment to a jurisdiction which, in the domestic taxation laws, form the

_45_



Crypto-Asset Reporting Obligations - Guidance Note

basis of a comprehensive taxation (full tax liability). Generally, an Entity will be resident for
tax purposes in a jurisdiction if, under the laws of that jurisdiction, it pays or should be paying
tax therein by reason of its place of management or incorporation, or any other criterion of a
similar nature, and not only from sources in that jurisdiction. If an Entity is subject to tax as a
resident in more than one jurisdiction, all jurisdictions of residence are to be declared in a self-
certification and the RCASP must treat the Entity Crypto-Asset User as a Reportable User in
respect of each such Jurisdiction. If an Entity Crypto-Asset User certifies that it has no
residence for tax purposes, the RCASP may rely on the place of effective management or, as a
proxy, on the address of the principal office of the Entity Crypto-Asset User to determine its
residence. Examples of cases where an Entity Crypto-Asset User has no residence for tax
purposes includes Entities treated as fiscally transparent and Entities resident in a jurisdiction

with no corporate income tax system.

CAN IT BE DETERMINED BASED ON
INFORMATION IN THE POSSESSION OF THE
RCASP OR THAT IS PUBLICLY AVAILABLE
THAT THE ENTITY IS NOT A REPORTABLE
USER?

6.24 As stated above, the RCASP will not treat the Entity Crypto-Asset User as a Reportable
User if it reasonably determines based on the self-certification or information in its possession
or that is publicly available, that the Entity Crypto-Asset User is an Excluded Person. In
determining whether an Entity Crypto-Asset User is an Excluded Person, the RCASP may
follow the procedures in the order most appropriate under the circumstances. For example, as
publicly traded corporations, Government Entities and Financial Institutions (other than
certain types of Investment Entities) are among those Entities explicitly excluded from being
Reportable Users, the RCASP may first establish on the basis of the available information that
the Entity Crypto-Asset User is such an Entity and therefore not a Reportable User.

6.25 “Publicly available” information includes information published by an authorised
government body (for example, a government or an agency thereof, or a municipality) of a
jurisdiction, such as information in a list published by a tax administration; information in a
publicly accessible register maintained or authorised by an authorised government body of a
jurisdiction; or information disclosed on an established securities market. In this respect, the
RCASP is expected to retain a notation of the type of information reviewed, and the date the

information was reviewed.
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IS THE SELF-CERTIFICATION VALID?

6.26 A self-certification is a certification by the Entity Crypto-Asset User that provides the
Entity Crypto-Asset User’s status and any other information that may be reasonably requested
by the RCASP to fulfil its reporting and due diligence obligations, such as whether the Entity
Crypto-Asset User is resident for tax purposes in India. For the self-certification to be valid it
must be signed (or otherwise positively affirmed, i.e. involving some level of active input or
confirmation) by a person authorised to sign on behalf of the Entity, be dated, and must
include the Entity Crypto-Asset User’s: name; address; country(s) or territory(s) of residence,

all TIN(s) and date and place of incorporation.

Required elements for valid self-certifications for Entity Crypto-Asset Users

Legal name.
Address.
Country(s) or Territory(s) of residence.

With respect to each Reportable Person, the TIN with respect to each Country(s) or

Territory(s) of residence.
Date and Place of Incorporation.

In case of an Entity Crypto-Asset User other than an Active Entity or an Excluded Person,
the information described for ‘Valid Self Certification of an Individual Crypto-Asset User’
with respect to each Controlling Person of the Entity Crypto-Asset User, as well as the role(s)
by virtue of which each Reportable Person is a Controlling Person of the Entity, if not already
determined on the basis of AML/KYC Procedures.

If applicable, information as to the criteria it meets to be treated as an Active Entity or

Excluded Person.

1 Rule 243(1)(a) to (c¢) of Income Tax Rules, 2026

_47_



Crypto-Asset Reporting Obligations - Guidance Note

The self-certification may be pre-populated by the RCASP to include the Entity Crypto-Asset
User’s information, except for the jurisdiction(s) of residence for tax purposes, to the extent

already available in its records.

6.27 A self-certification may be signed (or otherwise positively affirmed) by any person
authorised to sign on behalf of the Entity Crypto-Asset User under domestic law. A person
with authority to sign a self- certification of an Entity Crypto-Asset User generally includes an
officer or director of a corporation, a partner of a partnership, a trustee of a trust, any
equivalent of the former titles, and any other person that has been provided written

authorisation by the Entity Crypto-Asset User to sign documentation on such person’s behalf.

6.28 The other requirements for the validity of self-certifications with respect to Individual
Crypto-Asset Users discussed in earlier paragraphs of this Chapter are also applicable for the
validity of self- certifications with respect to Entity Crypto-Asset Users.

STEP 2 :
CHECK FOR REASONABLENESS OF SELF-CERTIFICATIONS

6.29 In addition, for the self-certification to be valid, the RCASP must confirm the
reasonableness of the self-certification based on the information obtained in connection
with the opening of the account (the reasonableness test). Essentially the RCASP must not
know or have reason to know that the self- certification is incorrect or unreliable, based on the
information obtained in connection with the establishment of the relationship, including any
documentation collected pursuant to AML/KYC Procedures. If the self-certification fails the
reasonableness test, a new valid self-certification would be expected to be obtained in the
course of the account opening procedures. RCASPs are not expected to carry out an
independent legal analysis of relevant tax laws to confirm the reasonableness of a self-

certification.

6.30 In the case of a self-certification that fails the reasonableness test, it is expected that
the RCASP would obtain either (i) a valid self-certification, or (ii) a reasonable explanation
and documentation (as appropriate) supporting the reasonableness of the self-certification
(and retain a copy or a notation of such explanation and documentation) before providing

services effecting Relevant Transactions to the Entity Crypto-Asset User.

6.31 Further guidance in this respect can be found in the explanations and examples given

for Individual Crypto-Asset Users.
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STEP 3 :

OBTAINING A SELF-CERTIFICATION WITH RESPECT TO CONTROLLING
PERSONS

6.32 The RCASP has to determine whether an Entity Crypto-Asset User, other than an
Excluded Person, is held by one or more Controlling Persons that are Reportable Persons,
unless it determines that the Entity Crypto-Asset User is an Active Entity. Such determination
should be made based on a self-certification, the reasonableness of which should be confirmed

based on any relevant information available to the RCASP.

6.33 When the RCASP has not determined that the Entity Crypto-Asset User is an Active
Entity, then the RCASP must follow the procedures in the order most appropriate under the

circumstances, which are aimed at:

1 Determining the Controlling Persons of an Entity Crypto-Asset User
For the purposes of determining the Controlling Persons of an Entity Crypto-Asset
User, a RCASP may rely on information collected and maintained pursuant to
AML/KYC Procedures, provided that such procedures are consistent with the 2012
FATF Recommendations (as updated in June 2019 pertaining to virtual asset service
providers) and as further updated from time to time. Where the RCASP is not legally
required to apply AML/KYC Procedures that are consistent with the 2012 FATF
Recommendations (as updated in June 2019 pertaining to virtual asset service
providers), it must apply substantially similar procedures for the purpose of

determining the Controlling Persons.

1 Determining whether any Controlling Persons of the Entity Crypto-Asset
User are Reportable Persons.
For the purposes of determining whether a Controlling Person of an Entity Crypto-
Asset User is a Reportable Person, a RCASP must rely on a self-certification from either
the Entity Crypto-Asset User or the Controlling Person and confirm the reasonableness
of such self-certification based on the information obtained by the RCASP, including

any documentation collected pursuant to AML/KYC Procedures.

6.34 A self-certification referred is a certification by the Controlling Person that provides
the Controlling Person’s status and any other information that may be reasonably requested
by the RCASP to fulfil its reporting and due diligence obligations, such as whether the

Controlling Person is resident for tax purposes in a country or territory outside India. The
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requirements of a valid self-certification in the case of a Controlling Person are the same as
that for an Individual Crypto-Asset User. The self-certification can be provided in any form
but in order for it to be valid the Rules sets out that it must be signed (or otherwise positively
affirmed, i.e. involving some level of active input or confirmation) by the Controlling Person(s)
or the Entity Crypto-Asset User, be dated at the latest date of receipt, and must include the
Controlling Person’s: name; residence address; country(s) or territory(s) of residence; TIN(s)
and date and place of birth.

6.35 The requirements for the validity of self-certifications with respect to Individual
Crypto-Asset Users discussed in earlier paragraphs of this Chapter are also applicable for the

validity of self- certifications with respect to Controlling Persons.

STEP 4 :
IN CASE OF A “CHANGE OF CIRCUMSTANCES”

6.36 Ifthereis a change in circumstances that causes the RCASP to know, or have reason to
know, that the self-certification or other documentation associated with an account is
incorrect or unreliable, the RCASP cannot rely on the original self-certification and must re-
determine their status. In doing so, the procedures set forth with respect to Individual Crypto-

Asset Users discussed in earlier paragraphs of this Chapter should be applied.

6.37 Other applicable provisions with respect to Due Diligence from the case of Individual
Crypto-Asset Users (Steps 2, 3, 4 & 5) may be referred to for similar application in the case of
Entity Crypto-Asset Users as well.

OTHER GENERAL DUE DILIGENCE RULES

THIRD PARTIES

6.38 RCASPs are allowed to use third-party service providers to fulfil their due diligence
obligations as per Rule 244(11) of the Income-tax Rules, 2026. The following situations apply
in which RCASP will rely on documentation of a third party to fulfil its due diligence

obligations:

1 Firstly, with respect to documentation collected by third party service providers, agents

or where a RCASP relies on documentation of an acquired business and,
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Secondly, with respect to the situation where a RCASP relies on other RCASPs that

handle the same Relevant Transaction.
These scenarios, in turn, are described below:

RCASPs are allowed to use service providers to fulfil their due diligence obligations. In
such cases, RCASPs may use the documentation (including a self-certification)
collected by service providers, subject to the conditions, however, the due diligence
obligations remain the responsibility of the RCASPs. Additionally, the reporting should
be done in the name of the RCASP.

RCASPs may also rely on documentation (including a self-certification) collected by an
agent of the RCASP. The agent may retain the documentation as part of an information
system maintained for a single RCASP or multiple RCASPs provided that under the
system, any RCASP on behalf of which the agent retains documentation may easily
access data regarding the nature of the documentation, the information contained in
the documentation (including a copy of the documentation itself) and its validity, and
must allow such RCASP to easily transmit data, either directly into an electronic system
or by providing such information to the agent, regarding any facts of which it becomes
aware that may affect the reliability of the documentation. The RCASP must be able to
establish, to the extent applicable, how and when it has transmitted data regarding any
facts of which it became aware that may affect the reliability of the documentation and
must be able to establish that any data it has transmitted has been processed and
appropriate due diligence has been exercised regarding the validity of the
documentation. The agent must have a system in effect to ensure that any information
it receives regarding facts that affect the reliability of the documentation or the status
assigned to the Crypto-Asset User are provided to all RCASPs for which the agent

retains the documentation.

RCASPs that acquire the business of another RCASP that has completed all the due
diligence required under the Rules with respect to the Individual/Entity Crypto-Asset
Users (Including the Entity’s Crypto-Asset User’s Controlling Persons) transferred,
would generally be permitted to also rely upon the predecessor’s or transferor’s
determination of status of an Individual/Entity Crypto-Asset Users (Including the
Entity’s Crypto-Asset User’s Controlling Persons) until the acquirer knows, or has

reason to know, that the status is inaccurate or a change in circumstances occurs.

_51_



Crypto-Asset Reporting Obligations - Guidance Note

1 This provision also seeks to avoid duplicative or multiple application of the due
diligence procedures by individuals or Entities that are all RCASPs effecting the same
Relevant Transaction with respect to the same Crypto-Asset User. This is particularly
relevant in instances where another RCASP may have better access to information to
carry out the due diligence procedures, as it is recognised that not all functionalities or
services associated with a given Relevant Transaction are necessarily provided by a
single Individual or Entity. In certain instances, these functionalities may be split
among different Individuals or Entities that could each be a RCASP in respect of the
Relevant Transaction. For instance, a broker in Relevant Crypto-Assets may receive an
order from a client to conduct a Relevant Transaction in Crypto-Assets. The broker
could transmit the client’s order to a trading platform, which effects the transaction on
behalf of the client. In this case, the broker is a RCASP where it acts on behalf of a client
to complete orders to buy or sell interest in Relevant Crypto-Assets. Similarly, the
trading platform is also a RCASP as it conducts the actual Exchange Transaction. As a
result there may be more than one RCASP effecting the same Relevant Transaction
with respect to the same Crypto-Asset User. This allows RCASPs to designate a single
RCASP to comply with all due diligence requirements, in case multiple RCASPs

provide services effecting the same Relevant Transaction.

6.40 To that end, a RCASP may rely on a third party to fulfil the due diligence obligations
set out under the due diligence provisions as per the Rules. In order for a RCASP to be able to
rely on a third party (including another RCASP) for the performance of the due diligence
obligations under the Rules, appropriate contractual arrangements should be put in place.
Such arrangements should include an obligation for the RCASP to make the information
necessary to comply with the due diligence procedures of the Crypto-Asset Reporting
Framework available to the third party(ies) fulfilling such obligations. This would include
information held by the RCASP that is needed by a third party(ies) to complete the due
diligence procedures. The arrangements should also ensure that the RCASP can obtain any
information collected and verified in respect of Crypto-Asset Users from the third party(ies)
to allow the RCASP to demonstrate compliance with the requirements of the due diligence

provisions of the Rules, for instance in the framework of an audit.

6.41 It is important to note that the fact that a RCASP relies on a third party (including
another RCASP) to complete the due diligence procedures does not mean that the RCASP is

discharged from its obligations under the due diligence provisions of the Rules. Rather, this
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provision stipulates that the RCASP remains responsible for the completion of the due

diligence procedures.

RETENTION OF RECORDS

KEY REQUIREMENT: RECORD RETENTION

All documentation and data must remain available for a period of not less than 77 tax years after
the end of the reporting period, including in instances where the RCASP is liquidated or

otherwise terminates its business.

6.42 Rule 244(12) of the Income-tax Rules, 2026 specifies relevant information retention
obligations, whereby a RCASP is required to ensure that all documentation and data remain
available for a period of not less than seven tax years after the end of the period within
which the RCASP must report the information required to be reported pursuant to Rule 243,
including in instances where the RCASP is liquidated or otherwise terminates its business.
Such information includes any information used to identify the Crypto-Asset User, as well as
any external wallet addresses (or other equivalent identifiers) associated with Transfers of

Relevant Crypto-Assets that are subject to reporting under the Rules.

TIMING

6.43 A Crypto-Asset User is treated as a Reportable User beginning as of the date it is
identified as such by a RCASP pursuant to the due diligence procedures specified in Rule 244,
and the Crypto-Asset User maintains such status until the date it ceases to be a Reportable
User (e.g. because the Crypto-Asset User ceases to be a Reportable User or becomes an

Excluded Person, is closed, or is transferred in its entirety).

EXCHANGE OF INFORMATION FOR LIMITED PURPOSES

6.44 As stated in Rule 244 (14) of the Income-tax Rules, 2026, for the purposes of Rules
241, 242 and 243, exchange of any information in respect of any transaction in relevant crypto-
asset shall be only for the limited purposes of administration of taxes by the relevant

jurisdiction.
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CHAPTER - 7

REPORTING REQUIREMENTS

7.1 Once Crypto-Asset Users are determined to be Reportable Users, or where Controlling
Persons of Entity Crypto-Asset Users are determined to be Reportable Persons, the RCASP
must report the relevant information. This is the information which has to be filed under

Form 167 read with Rule 243 of the Income-tax Rules, 2026. The information is:

I. IDENTIFYING INFORMATION ON THE RCASP

7.2  Identifying information on the RCASP! to allow the identification of the source
of the information reported and subsequently exchanged in order to allow for, e.g. follow-up

on an error that may have led to incorrect or incomplete information reporting.

INFORMATION ON THE RCASP

Name, Address and Permanent Account Number, along with other relevant information

fields are detailed in Form 167.

II. IDENTIFYING INFORMATION ON THE REPORTABLE PERSON

7.3  Information required to identify the Reportable Person? (i.e. the Individual or
Entity Crypto-Asset User or the Controlling Person of a relevant Entity Crypto-Asset User)

concerned (Identification information);

1 Rule 243(1) (d) of Income Tax Rules, 2026

2 Rule 243(1) (a) to (c) of Income Tax Rules, 2026
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CHAPTER - 8

PROCEDURE FOR FURNISHING THE

REPORT

8.1  Asstated in Rule 243 (9) of the Income-tax Rules, 2026, the RCASP must file Form

167 to be furnished to the Director of Income-tax (Intelligence and Criminal Investigation) or

the Joint Director of Income-tax (Intelligence and Criminal Investigation), through online

transmission of electronic data, to a server designated for this purpose under the digital

signature, in accordance with the data structure specified in this regard by the Director

General of Income-tax (Systems).

STEP-BY-STEP FILING PROCESS

8.2  The Step-by-Step Filing Process is summarised as below :

STEP ACTION

1 Generate ITDREIN: Iog in to the Income Tax e-filing portal
(https://eportal.incometax.gov.in) using the RCASP's Login credentials. Register
under Pending Actions->Reporting Portal->Reporting Entities->New Registration.

2 Submit reporting entity details: After ITDREIN generation, submit RCASP
details on the reporting portal (https://report.insight.gov.in). Once registered, the
RCASP will also have an option to edit the details.

3 Register Designated Director and Principal Officer: Submit details and
activate registration via the email link and OTP.

4 Prepare Form 167: Download the schema and XML utility from the reporting
portal. Prepare the XML file.

5 Upload Form 167: Log in with ITDREIN and PAN. Submit using Designated
Director's Digital Signature Certificate.
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CHAPTER - 9

MONITORING AND COMPLIANCE

9.1 The Income-tax Act, 2025, allows for imposition of penalty under section 446 as
follows :

(1) If any person who is required to furnish a statement in respect of a transaction
of a crypto-asset under section 509(1), fails to furnish such statement within
the time prescribed under the said section, the prescribed income-tax
authority under that section may impose on him, a penalty of Rs. 200 for
every day for which such failure continues.

(2) The prescribed income-tax authority may impose a penalty of Rs. 50000 on a
person referred in sub-section (1), if such person—

a) provides inaccurate information in the statement and fails to remove
such inaccuracy as per section 509(4); or

b) fails to comply with due diligence the requirement under section
509(5)

9.2  The RCASPs are accordingly obligated to duly follow the applicable provisions of the

Income-tax Act, 2025 and Income-tax Rules, 2026, failing which the aforementioned penalties
may be imposed.
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CHAPTER - 10

CONTACT DETAILS FOR FURTHER
CLARIFICATION

10.1  For further clarification and feedback on this Guidance Note, the following officers of

the Income Tax Department may be contacted:

For General Queries:

Joint Secretary (FT&TR-I) jsfttri@nic.in
Director (FT&TR-III) dirgeoi-dor@gov.in
Under Secretary (FT&TR-III) (2) us32eoi-dor@nic.in

For Systems related Queries:

Additional Director General (Systems)-2,

adg2.systems@incometax.gov.in
CBDT S .

For Compliance related Queries:

DIT (Intelligence and Criminal o .
o . delhi.dit.icit@incometax.gov.in
Investigation)-1, Delhi
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No.

While the definition of Crypto-Assets is intended to cover a broad range of assets, not
all Crypto-Assets are subject to the scope of the Act and Rules. It is only Relevant
Crypto-Assets are Crypto-Assets in respect of which RCASPs must fulfil
reporting and due diligence requirements. If an individual or Entity is a RCASP (e.g.
because it otherwise carries out exchanges in Relevant Crypto-Assets), it would
nevertheless not be required to report information with respect to exchanges carried

out in Crypto-Assets that are not Relevant Crypto-Assets.
8 What is the definition of a “Relevant Crypto-Asset”?

As stated above, it is only Relevant Crypto-Assets! in respect of which RCASPs
must fulfil reporting and due diligence requirements. If an individual or Entity is a
RCASP (e.g. because it otherwise carries out exchanges in Relevant Crypto-Assets), it
would nevertheless not be required to report information with respect to exchanges
carried out in Crypto-Assets that are not Relevant Crypto-Assets. The term Relevant
Crypto-Assets applies to all Crypto-Assets except three types:

i.  Central Bank Digital Currencies2
ii. Specified Electronic Money Products3
iii. ~ Crypto-Assets for which the RCASP has adequately determined

that they cannot be used for payment or investment purposes.

Non-fungible tokens that are traded on a marketplace are treated as assets that can
be used for payment or investment purposes and therefore would be considered

Relevant Crypto-Assets.

What is the definition of “Central Bank Digital Currencies” in the context
of a “Relevant Crypto-Asset”?

1 Rule 241(9) of Income-tax Rules, 2026
2 Rule 241(10)(c) of Income-tax Rules, 2026

3 Rule 241(10)(d) of Income-tax Rules, 2026
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Crypto-Asset Reporting Obligations - Guidance Note
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