GUIDANCE NOTE ON
COMPUTER ASSISTED AUDIT TECHNIQUES (CAATS)

Introduction

1. The overdl objectives and scope of an audit do not change when an audit is conducted in a
computer information systems (CIS) environment. The gpplication of auditing procedures may,
however, require the auditor to consder techniques known as Computer Asssted Audit
Techniques (CAATS) that use the computer as an audit tool for enhancing the effectiveness and
efficiency of audit procedures. CAATS are computer programs and data that the auditor uses as
pat of the audit procedures to process data of audit sgnificance, contained in an entity's
information systems.

2. The purpose of this Guidance Note is to provide guidance in the use of CAATs This
Guidance Note describes computer asssed audit techniques including computer tools,
collectively referred to as CAATs. This Guidance Note gpplies to dl uses of CAATs when a
computer of any type or sze is involved whether that computer is operated by the entity or by a

third party.

Description of Computer Assisted Audit Techniques (CAATS)

3. Computer Assged Audit Techniques (CAATS) ae important tools for the auditor in

performing audits. CAATs may be used in performing various auditing procedures, including the

following:

?? tests of detals of transactions and bdances, for example, the use of audit software for
recdculaiing interest or the extraction of invoices over a cetan vaue from computer
records;

?? andyticad procedures, for example, identifying inconsstencies or Sgnificant fluctuations,

?7? teds of generd controls, for example testing the sat-up or configuration of the operating
system or access procedures to the program libraries or by using code comparison software to
check that the version of the program in use is the verson gpproved by management ;

?? sampling programs to extract data for audit testing;

?7? teds of application controls, for example, testing the functioning of a programmed control;
and

?? reperforming caculations performed by the entity’ s accounting systems.
4. CAATSs dlow the auditor to give access to data without dependence on the client, test the

reliability of client software, and peform audit tests more efficiently. CAATS ae computer
programs and data that the auditor uses as part of the audit procedures to process data of audit



ggnificance contained in an entity’s information sysems. CAATs may condst of package
programs, purpose-written programs, utility programs or Sysem management program.
Regardless of the origin of the programs, the auditor substantiates their appropriateness and
vdidity for audit purposes before usng them. A brief description of the programs commonly
used isgiven below.

?? Package Programs are generdized computer programs designed to perform data processing
functions, such as reading data, sdecting and andyzing information, performing cdculations,
creating data files and reporting in aformat specified by the auditor.

?? Purpose-Written Programs peform audit tasks in specific circumstances. These programs
may be developed by the auditor, the entity being audited or an outside programmer hired by
the auditor. In some cases, the auditor may use an entity's existing programs in their origind
or modified state because it may be more efficient than developing independent programs.

?? Utility Programs are used by an entity to perform common data processing functions, such as
sorting, creeting and printing files. These programs are generdly not desgned for audit
purposes, and therefore may not contain features such as automatic record counts or control
totals.

?? System Management Programs are enhanced productivity tools that are typicdly pat of a
sophigticated operating systems environment, for example, data retrieval software or code
comparison software. As with utility programs these tools are not specificaly designed for
auditing use and their use requires additiond care.

Detalls of some of the techniques used are mentioned in the Appendix.

Considerations in the Use of CAATS

5. When planning an audit, the auditor may condder an appropriste combination of manua
and computer asssted audit techniques. In determining whether to use CAATS, the factors to
consder include:

?? thelT knowledge, expertise and experience of the audit team;

?? theavallability of CAATs and suitable computer facilities and data;

?? theimpracticability of manud tests;

?? effectiveness and efficiency; and

?7? time condraints.

Before using CAATS the auditor consders the controls incorporated in the design of the entity’s

computer systems to which CAAT would be gpplied in order to determine whether, and if o,
how, CAATS should be used.



| T Knowledge, Expertise and Experience of the Audit Team

6. Auditing and Assurance Standard (AAS) 29, “Auditing in a Computer Information Systems
Environment” dedls with the levd of skill and competence the audit team needs to conduct an
audit in a CIS environment. It provides guidance when an auditor delegates work to assstants
with CIS skills or when the auditor uses work performed by other auditors or experts with such
skills. Specificdly, the audit team should have sufficient knowledge to plan, execute and use the
results of the paticular CAAT adopted. The level of knowledge required depends on
“availability of CAATS’ and “suitable computer facilities’.

Availability of CAATs and Suitable Computer Facilities

7. The auditor condders the avalability of CAATs, auitable computer faciliies and the
necessary computer-based information systems and data The auditor may plan to use other
computer fecliies when the use of CAATs on an entity’s computer is uneconomica or
impractical, for example, because of an incompatibility between the auditor's package program
and entity’s computer. Additiondly, the auditor may eect to use their own facilities, such as PCs
or laptops.

8. The cooperation of the entity’s personnd may be required to provide processing fecilities at
a convenient time, to asss with activities such as loading and running of CAAT on the entity’s
system, and to provide copies of datafilesin the format required by the auditor.

I mpracticability of Manual Tests

9. Some audit procedures may not be possble to peform manualy because they rdy on
complex processng (for example, advanced datisticd analyss) or involve amounts of data that
would overwhdm any manuad procedure. In addition, many computer information systems
peform tasks for which no hard copy evidence is avalable and, therefore, it may be
impracticable for the auditor to peform tests manualy. The lack of hard copy evidence may
occur & different sagesin the business cycle.

?? Source informaion may be initisted dectronicdly, such as by voice activation, dectronic
data imaging, or point of sde eectronic funds transfer. In addition, some transactions, such
as discounts and interest caculations, may be generated directly by computer programs with
no specific authorization of individud transactions.

?? A sydem may not produce a visble audit trail providing assurance as to the completeness
and accuracy of transactions processed. For example, a computer program might meaich
ddivery notes and suppliers invoices.

?? In addition, programmed controlled procedures, such as checking customer credit limits, may
provide hard copy evidence only on an exception basis.



?? A system may not produce hard copy reports. In addition, a printed report may contain only
summary totals while computer files retain the supporting details.

Effectiveness and Efficiency

10. The effectiveness and efficiency of auditing procedures may be improved by usng CAATs
to obtan and evauae audit evidence. CAATs are often an efficient means of tegting a large
number of transactions or controls over large populations by:

?? andyzing and sdecting samples from alarge volume of transactions ;
?? applying andytica procedures; and
?? performing substantive procedures.

11. Maitersrdating to efficiency that an auditor might consider include:
?? thetime taken to plan, design, execute and evaduate CAAT;

?? technicd review and assstance hours;

?? desgning and printing of forms (for example, confirmations); and

?? avallability of computer resources

12. In evaduating the effectiveness and efficiency of CAAT, the auditor considers the continuing

use of CAAT goplicaion. The initid planning, desgn and devdopment of CAAT will usudly
benefit audits in subsequent periods.

Time Constraints

13. Certan data, such as transaction details, are often kept for a short time and may not be
avalable in machine-readable form by the time auditor wants them. Thus, the auditor will need
to make arrangements for the retention of data required, or may need to dter the timing of the
work that requires such data.

14. Where the time available to perform an audit is limited, the auditor may plan to use CAAT
because its use will meet the auditor’ s time requirement better than other possible procedures.

Using CAATSs

15. The mgor steps to be undertaken by the auditor in the application of CAAT areto:

(@ st theobjective of CAAT gpplication;

(b) determine the content and accessihility of the entity’ sfiles;

(¢) identify the specific files or databases to be examined;

(d) understand the relationship between the data tables where a database is to be examined;



(€

define the specific tests or procedures and related transactions and bal ances affected;

(f)  define the output requirements,

(g) arange with the user and IT departments, if gppropriate, for copies of the rdevant files or
database tables to be made at the appropriate cut off date and time;

(h) identify the personnd who may participate in the design and application of CAAT,;

() refinethe estimates of costs and benefits;

() ensurethat theuse of CAAT is properly controlled;

(k) arangethe adminidrative activities, including the necessary skills and computer facilities;

()  reconcile datato be used for CAAT with the accounting and other records;

(m) execute CAAT application;

(n) evauate the resuts,

(0) document CAATs to be used incuding objectives, high leve flowchats and run
ingructions, and

(p) assessthe effect of changes to the programs/system on the use of CAAT.

Testing CAAT

16. The auditor should obtain reasonable assurance of the integrity, rdiability, usefulness, and
security of CAAT through appropriate planning, design, tedting, processing and review of
documentetion. This should be done before reliance is placed upon CAAT. The nature, timing
and extent of testing is dependent on the commercid availability and stability of CAAT.

Controlling CAAT Application

17. The specific procedures necessary to control the use of CAAT depend on the particular
application. In establishing control, the auditor considers the need to:

@
(b)

(©

gpprove specifications and conduct areview of the work to be performed by CAAT;

review the entity’s general controls that may contribute to the integrity of CAAT, for
example, controls over program changes and access to computer files. When such
controls cannot be relied on to ensure the integrity of CAAT, the auditor may congder
processng CAAT gpplication at another suitable computer facility; and

ensure gppropriate integration of the output by the auditor into the audit process.

18. Procedures carried out by the auditor to control CAATS gpplications may include:

@

participating in the design and testing of CAAT;



(b)

(©

(d)

(€

(f)

()

checking, if gpplicable, the coding of the program to ensure that it conforms with the
detailed program specifications,

aking the entity’s daff to review the operaing sysem ingructions to ensure that the
software will run in the entity’ s computer ingalation;

running the audit software on smd| test files before running it on the main datafiles,

checking whether the correct files were used, for example, by checking externd
evidence, such as control totals mantaned by the user, and that those files were
complete;

obtaining evidence that the audit software functioned as planned, for example, by
reviewing output and control information; and

establishing appropriate security measures to safeguard the integrity and confidentidity
of the data.

When the auditor intends to perform audit procedures concurrently with online processng, the
auditor reviews those procedures with gppropriate client personnel and obtains gpprova before
conducting the tests to help avoid the inadvertent corruption of client records.

19.

To ensure agppropriate control procedures, the presence of the auditor is not necessarily

required a the computer facility during the running of CAAT. It may, however, provide practical
advantages, such as being able to control didribution of the output and ensuring the timey
correction of errors, for example, if the wrong input file were to be used.

20.

7

7?

21.

Audit procedures to control test data applications may include:
controlling the sequence of submissions of test data where it spans severd processing cycles,

performing test runs containing smal amounts of test data before submitting the main audit
test data;

predicting the results of the test data and comparing it with the actua test data output, for the
individud transactions and in totd;

confirming that the current version of the programs was used to process the test data; and

testing whether the programs used to process the test data were the programs the entity used
throughout the applicable audit period.

When usng CAAT, the auditor may require the cooperation of entity staff with extensve

knowledge of the computer ingdlation. In such circumstances, the auditor consders whether the
gaff improperly influenced the results of CAAT.



22. Audit proceduresto control the use of audit-enabling software may include:

?7? veifying the completeness, accuracy and avalability of the rdevant data, for example,
historical data may be required to build afinancia modd;

?? reviewing the reasonableness of assumptions used in the gpplication of the tool s,
particularly, when usng modeling software;

?? veifying availability of resources skilled in the use and control of the selected tools; and

?? confirming the appropriateness of the tool set to the audit objective, for example, the use of
industry specific sysems may be necessary for the desgn of audit programs for unique
business cycles.

Documentation

23. The vaious sages of agpplication of CAATs should be sufficiently documented to provide
adequate audit evidence.

24. The audit working papers should contain sufficient documentation to describe CAAT
gpplication, including the details set out in the sections below.

(@ Planning

?7? CAAT objectives,

?? CAAT to be used;

?? Controlsto be exercised; and

?? Saffing, timing and cog.

(b) Execution

?? CAAT preparation and testing procedures and controls;
?? Detalls of the tests performed by CAAT;

?? Detals of inputs (eg., daa used, file layouts), processng (eg., CAATs high-leve
flowcharts, logic) and outputs (e.g., log files, reports);

?? Liding of relevant parameters or source code; and

?? Rdevant technicd information about the entity's accounting system, such asfile layouts.



() Audit Evidence
?? Output provided;

?? Description of the audit work performed on the output;
?? Audit findings, and

?? Audit conclusons,

(d) Other

?? Recommendations to the entity management; and

In addition, it may be useful to document suggestions for usng CAAT in future years.

Arrangements with the Entity

25. The auditor may make arangements for the retention of the data files such as detaled
transaction files, covering the appropriate audit time frame.

26. In order to minimize the effect on the organization's production environment, access to the
organisation's information system facilities, programg'systems and data should be arranged wel
in advance of the needed time period

27. The auditor should dso condder the effect of these changes on the integrity and usefulness
of CAAT, aswell astheintegrity of the programs/system and data used by the auditor.

Using CAATSs in Small Entities

28. Although the generd principles outlined in this Guidance Note apply in smdl entity 1T
environments, the following points need specid condderation:

(@& The levd of generd controls may be such that the auditor will place less reliance on the
sysem of internd control. This will result in grester emphass on teds of detals of
transactions and badances and anaytical review procedures, which may increase the
effectiveness of certain CAATS, particularly, audit software.

(b) Where smaller volumes of data are processed, manua methods may be more cost effective.

(©0 A gmdl entity may not be able to provide adequate technicd assistance to the auditor,
meaking the use of CAATs impracticable.

(d) Cetan audit package programs may not operate on smadl computers, thus redtricting the
auditor’s choice of CAATSs. The entity’s data files may, however, be copied and processed
on another suitable computer.



Examples Of Computer Assisted Audit Techniques

Appendix

Techniques Description Advantages Disadvantages
Audit ?? Expert Systems ?? These techniques ?? Not applicable in
Automation 2 Tools to evauate a dient’ g are more useful the case of

risk management when auditors are mainframe
procedures using laptops computers.
» Electroni K which can be
" which provide for g ey linkedwith
direct extraction of datg the entity's system.
from clients compute
records
?? Corporate and financia
modeling programs for use
as predictive audit test
Audit SoftwargSoftware used by the auditor tg ? Performsawide ? Requires g
reead data on client's files, tq variety of audit reasonable degree
provide information for the audif tasks of skill to use
and/or to re-perform procedure 7?2 Longterm ? Initial set up codts
caried out by the client's economies can be high
programs. ? Reads actual ? Adaptation often
records needed from
? Capable of dedling machine tg
with large volumes machine

of transactions




Core  ImagegSoftware used by the auditor tc ? Providesahigh ? Requires a high
Comparison  |compare the executable version of degree of comfort degree of <kill to
a program with a secure maste concerning the st up ad tg
copy executable version interpret the
of the program results
? Particularly useful ? Where programg
where only have been
executable recompiled the
versons are comparison  may
distributed be invalidated as
the program
records everything
as adifference
? Printouts are hard
to interpret and
the actual changes
made are difficult
to establish
? Avalability
restricted to
certain  maching
types
Database Software used by the auditor td ? Providesdetailed ? Requires a high
Analysers examine the rights associated with information degree of <kill to

terminas and the ability of usersto
access information on a database

concerning the
operation of the
database

? Enhances the

auditor's
understanding of
the database
management
system

st up and to

interpret thg
results

? Restricted
avalability  both
as regardg

machine types and
database

management
systems

? Specific and
limited audit
applicability
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Embedded Software used by the auditor t ?? Performs awide ? There is g
Code examine  transactions  passin variety of audit processing
through the system by placing hi tasks overhead involved
own progran in the suite of ?? Examineseach because of the
programs used for processing transaction as it extra programs
passes through the ? Définition of what
system congtitutes an
?? Operates unusua
continuoudly transaction needg
?? Capable of to be very precise
identifying unusua ? Precautions need
transactions to be taken over
passing through the the output from
system the programs tg
ensure is security
? Precautions need
to be taken tg
ensure that the
program cannot be
suppressed or
tampered with
? Requires  somg
degree of skill tg
use and to
interpret the)
results
Log Analysers |Software used by the auditor tq  ?? Providesdetailed ? Reguires a high
reed and anayse records of| information on degree of skill tg
machine activity machine usage ue and to
?? Longterm interpret thg
€conomics results
?? Effectivewhen 2 Limited
testing integrity availability as
controls regards maching
types
? High volume of
records restricts
extent of test
Mapping Software used by the auditor to lisj ~ ?? Identifies program ? Very specifig
unused program instructions code which may be objective
there for fraudulent ? Requires a high
reasons degree of skill tg
use and to
interpret the
results
? Adaptation
needed from
machine to
machine

11



Modeling

A variety of software, usualy
associated with a microcomputer
enabling the auditor to carry ouf
anaytical reviews of client's
results, to alter conditions so as to
identify amounts for provisons or
clams, or to project results ang
compare actua results with those

Can beavery
powerful andytical
tool

Can enable the
auditor to examine
provisonson a
number of different
bases

?? A high volume of

? Results

data may need to
be entered initially
requirg
careful
interpretation

expected ?? Vey flexiblein
use
?? Can provide the
auditor with useful
information on
trends and patterns
On-line Techniques whereby the audito  ?? Very widey ? Each se satisfies
Testing arranges or manipulates data either, gpplicable only ong
red or fictitious, in order to seq  ?2? Easy to use particular
that a specific program or screen ?? Can betargetted objective
edit test is doing its work for specific > Cae must bd
functions carried taken to ensurg
out by programs that "live" datg
does not impact
actua results
Program CodeAn examination by the auditor of| ?? Givesareasonable ? The auditor mus]
Anayss the source code of a particulal degree of comfort understand  thg
program with a view to following about the program program language
the logic of te program so as to logic ? The auditor needs|
satisfy himself that it will perform| 22 The auditor can to check that the
according to his understanding examine every source code
function of the represents the
program code verson in  thg
source library, and
that this version
equates to the
executable version
Program Software used by the auditor tq  ?? Providesthe ? Requires a high
Library examine dates of changes made to auditor with useful degree of skill tg
Analysers the executable library and the use information use and to
of utilities to amend programs concerning the interpret the
program library results
?? ldentifies abnormal ? Avalability
changesto the restricted to
library catan  maching
?? Useful when types
testing program ? Only relevant
security when testing

integrity controls

12



Snapshots

Software used by the auditor tg
take a "picture" of afile of data or
a transaction passing through the
System at a particular point in time

?? Permits the auditor

to examine
processing at a
specific point in
time to carry out
tests, or to confirm

Can be expensive
to set up

identify which instructions werg
used in a program and in whaj
order

the way in which a
program operates

theway a
particular aspect of
the system operates
Source Software used by the auditor tc ? Compares source ?? Other procedures
Comparison  [compare the source version of a code line by line are necessary to
program with a secure master copyj and identifies dl ensure that the
differences executable version
? Useful when reflects the sourceg
testing integrity code examined
controls or ?? Reguires  somg
particularly degree of skill tg
important program use and to
procedures interpret the
results
?? Availability
restricted to
certain  maching
types
Test Data -Fictitious data applied againgt the ? Performs awide ?? "Dead" test datg
"Live', client's programs either whilst they, variety of tasks requires additional
"Dead", are running or in an entirely ? Gives considerable work  for  thg
Integrated Testiseparate operation, comfort about the auditor to satisfyj
Facility or operation of himsdf the right
Base  CasgThe results of processng the programs programs  werg
System fictitious data are compared with ? Can be precisely used
Evaluation the expected results based on the targetted for ?? Care must bsg
auditor's understanding of the specific procedures taken to ensure
programs involved within programs that "live" datd
? Longterm does not impact
economies actua results
?? Technique can be
expensive to sef
up and
cumbersome  tQ
use
?? Adequate for
detection of magjor
eror but less
likedy to detect
deep-seated fraud
Tracing Software used by the auditor tq  ?? Helpsto andyse ?? There may be less

costly ways tO
achieve the same
objectives,

13



? Requires a high

interpret thg
results

?? Adaptation
needed from
machine tg
machine

dthough not in
the same detail

degree of skill tg
use and to

14



